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BBeneHune

B HacTosiLem pykoBoAcTBe npeAcTaBrneHa uHdopMaums no NpYMEHEHUIO NporpaMMupye-
MOro norudeckoro koHTponnepa NJ1IK304, B ganbHenweM no TEKCTY MMEHYEMbIM «KOHTPOMep» unu
«MJIK».

KoHTtponnep MJK304 nponsseneH B cooTBeTcTBUM C TY 4252-003-46526536-2008 1 cooT-
BeTCcTBYeT TpeboBaHusam FOCT P 52931-2008, FOCT P 51840-2001 n FOCT P 51841-2001.

Mpn6op umeet cepTtuchmkat cootetcTeus FASMPOMCEPT.

Komnannsa OBEH He HeceT Hukakon OTBETCTBEHHOCTU 3a NoOble NoOBpeXaeHWs, BO3HUKLLNE
B pe3ynbTaTe MUCMonb3oBaHus aaHHoro npoaykta. KomnaHus OBEH octaBnsieT 3a coboi npaBo BHO-
CUTb U3MEHEHUSI B J@HHOE PYKOBOACTBO B No6Goe BpeMsi 6e3 NpeBapuTENbHOrO yBEAOMIEHNUS.

KoHTponnep n3rotaBnnBaeTcsi B Pa3nuyHbIX UCMOMHEHUAX, OTNUYAIOLLMXCA ApYr OT Apyra
BMAOM YNpaBnsiloLLEero nporpammHoro obecneveHusi. IHpopmauus o6 ucnonHeHun naHenu sawmd-
poBaHa B Kofe MOMHOro YCroBHOIO 0603Ha4YeHus:

NNK304 - 24-X

| T

Cpepa ucnonHeHus I

Cpepna ucnonHeHus:
LX — Linux (3aka3Has no3uuus);
CS - CODESYS v3;
MP —MasterSCADA MPLC v3.



Wcnonb3yemble TepMUHbI U COKpaLLEHUA

AWG

CODESYS

DNS

DDNS

DHCP

DynDNS
FreeDNS

Modbus

Modbus-TCP

(American Wire Gauge) — amepukaHCKM CTaHOapT TUNOpasmMepoB MeOHbIX MPOBO-
[10B, B KOTOPOM WX FeOMETpUYECKUE pa3mepbl (AnaMeTp nposoga) o6o3HavaeTcst Lnd-
poBbIM kogom oT 1 go 50.

(Controllers Development System) — nporpammHoe obecrneyeHve, crneumanuavpo-
BaHHas cpefja NporpamMMMPOBaHKS NOMMYECKMX KOHTPONepoB. ToproBast Mapka KOM-
naHum 3S-Smart Software Solutions GmbH.

(Domain Name System) komnbloTEpHas pacrnpegenéHHasi cuctema Ans nonyyYeHns
UHopMaLmm o0 fomeHax. Yalle Bcero vcrnonb3yetcs Ans nonyyenus IP-agpeca no
MUMEeHM xocTa.

(Dynamic DNS) TexHororus, nosgornsiollast Hgopmaumm Ha DNS-cepepe 06HOB-
NATbCS B peanbHOM BpeMeHU, 1 (Mo enaHuio) B aBToMatnieckom pexvime. OHa npu-
MEHSIeTCA ANt Ha3HaYeHVst MOCTOSAHHOTO JOMEHHOTO UMEHW YCTPOMCTBY (KOMMbIOTEPY,
MNIK) c amHammyeckum IP-agpecom.

Dynamic Host Configuration Protocol) ceTeBoin npoTokon, No3BONSAOLLMIA KOMIbHO-
Tepam aBToMaTVyeckn nonyvate |P-agpec n gpyrne napameTtpel, Heobxogumble Ans
paboTbl B ceTU.

dyn.com/dns) cepBHC, KOTOPbI NO3BOSIET MOML30BATENSIM MOMY4YMTL CyGAOMEH, Npu-
BS3aHHbIV K NOMb30BaTENLCKOMY YCTPOMCTBY, HE MMetoLLieMy cTaTuyeckoro IP-agpeca.
(freedns.afraid.org) ewe oawH cepBUC, NPEAOCTaBMSAOWMIA YCNyrW, aHarnornyHble
DynDNS.

OTKPbITBIA MPOTOKON 0bMeHa Mo cetn RS-485, paspabotaH komnanuen ModiCon, B
HacToALUMA MOMEHT TMOALEPKUBAETCA He3aBUCUMOM opraHusaumer Modbus-IDA
(Wwww.modbus.org).

Bepcusa npotokona Modbus, aganTupoBaHHas k pabote B cetn TCP/IP.



POU (Program
Organization
Unit)
Retain-namatb

Retain-
nepemMeHHble
VPN

ACKY3

o3y

MK

MK

LleneBow cpaiin
(Target-cpann)

nporpaMmMHebI komnoHeHT CODESYS: nporpamma, cpyHKuma nnv dyHKUMOHaNb-
HbI BrIOK.

3HeproHesaBUCYMas NaMATb ANs XpaHeHWs 3HaveHun Retain-nepeMeHHbIX nonb3oBa-
TENbLCKOWN MporpaMmb.

nepemMeHHble Mornb30BaTENbCKOW MPOrpaMMbl, 3HAYEHME KOTOPbLIX COXpaHsieTcst Mpu
BbIKITOYEHWW NATaHWSI KOHTPONIepa.

(Virtual Private Network) o606LUEHHOEe Ha3BaHWE TEXHOOrWiA, NO3BOMsIOLLMX obec-
NeYnTb OAHO WM HECKOMNbKO CETEBbLIX COEAVMHEHWI (NOTMYECKY0 CETb) NOBEPX ApYron
ceTu.

aBTOMaTU3MPOBaHHAsi CUCTEMA KOHTPOSS U y4YeTa 3HepropecypcoB.

orepaTyBHOE 3anoMUHaloLLEee YCTPOCTBO, OnepaTBHas NamsiThb.

nepcoHarbHbIN KOMMbIOTEP.

NporpaMmmpyeMbiIii MOrMYECKWIA KOHTPOMTIEP.

(harin unm Habop dhalinos, NOCTaBsEMbIX NPOU3BOAUTENIEM, COAEPX)aLLMiA MHOpMa-
LMo O pecypcax KOHTpornepa, KonMyecTBe BXOAOB U BbIXOAOB, WHTepdenicax u T.4.
WHcTannupytotest B cuctemy CODESY'S anst coo6LueHns e JaHHoW nHdopmaLmm.



1 HasHayeHue

1.1 KoHTtponnepbl [MJ1K304 npegHa3HayeHbl Ans CO34aHMA CUCTEM aBTOMAaTU3MPOBAHHOMO
ynpaBneHus TEXHOMOrm4yeckum obopyaoBaHMeM B SHEpreTuke, Ha TPaAHCMOPTe, B T.4. XKeNe3HO40POX-
HOM, B Pa3nunyHbIX 06MacTAX NPOMbILLNEHHOCTU, XUMULLHO-KOMMYHANbHOMO M CEeNbCKOro X03sICTBa.

1.2 KoHTponnepbl MoOryT 6biTb NpuMeHeHbl ans cosgaHua ACKYO B kayecTBe ycTpomncTea co-
npsbKeHnst 06opyaoBaHNsA € pas3nnYHbIMK MPOTOKONaMM U MHTepdencamv nepesayn AaHHbIX.

1.3 KoHTponnepsl MJIK304 moryT GbiTb NPYMEHEHbI Ha MPOMBILUNEHHBLIX 0BbeKkTax, MOAKOH-
TpornbHbIX PocTexHaasopy.

1.4 TNK304 npepoctaBnseT nonb3oBaTento BbIMMCIUTENBHYIO Nnatdopmy Ans paboTel BCTPO-
€HHbIX aBTOMaTWUYECKUX NPUMOXEHWUIA.

1.5 Jlorvka pa6otel M1K304 onpenensetcs notpebutenem B npouecce NporpaMMUpPOBaHNS KOH-
Tpornepa. [lporpaMmupoBaHue OCYyLECTBMNSETCH C MOMOLLb MPOrpaMMHOro  obecneyeHus
CODESYS 3.5. Tllpu aTOM noggepxuBaloTCs BCe $A3blKM NPOrpaMMUPOBaHUS, YyKa3aHHble B
M3K 61131-3. JokymeHTauusa no pabote ¢ nporpaMMHblM obecnedyeHem CODESYS npuseneHa Ha
KOMMaKT-ANCKe, BXOAALLEM B KOMIIEKT NOCTABKY.



2 TexHUYecKue XxapaKTepuCTUKN MU YCITOBUSA 3KCNnyaTauum

2.1 OcHOBHble TexXHU4Yeckue XapakKTepucTukun
OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKWN KOHTpoNnnepa NpeacTasneHbl B Tabnuuax 2.1 1 2.2.

Ta6bnuua 2.1 — O6Lwme TeXHUYEeCKUEe XapaKTepUCTUKM

MapameTp

3HayeHue (cBoMCTBA)

MuTtaHne

Hanp;m(eHMe NNTaHNA NOCTOAHHOIO TOKa

ot 10 go 30 B (HomuHanbHoe 24 B)

MoTpebnsiemas MowHoCTb, BT, He Bonee 4
NMocnepgoBaTtenbHbIE NOPThI

Konnyectso 4

Pasbembl 8P8C (RJ45)

MopT 1 (pexum paboTbl RS-232/RS-485 n3meHs-
etcs DIP-nepekntoyarensmu)

RS-232 (RxD, TxD, RTS, CTS, DSR, GND)
RS-485 (A(Data+), B(Data-))

Mopr 2 RS-232 (RxD, TxD, RTS, CTS, DTR, DSR, DCD,
GND)
Mopr 3 RS-232 (RxD, TxD, RTS, CTS, GND)

MopT 4 (pexum paboTbl RS-232/RS-485 n3meHs-
etca DIP-nepekntovaTensmu)

RS-232 (RxD, TxD, RTS, CTS, GND)
RS-485 (A(Data+), B(Data-))

UHTepdencol cBA3mn

RS-485
Konunuectso 0 - 2 (B 3@BMCUMOCTU OT cocTosiHWA DIP-
nepeknyaTenemn)
RS-232
Konunuectso 2 - 4 (B 3aBUCKMMOCTM OT cocTosHus DIP-

nepeknoyaTenen)




MpoaonxeHue Tabnuubi 2.1

MapameTp 3HayeHue (cBOoMUCTBA)
Ethernet
Konnyectso 1
usB
Konnyectso 2
Tun HOST
"anbBaHW4eckasi pa3Bsidka MHTEPdENCOB CBA3MN OTCYTCTBYeT
Pecypchbl 1 gononHuTenbHoe o6opyAoBaHve
LleHTpanbHbI npoLieccop ATMEL 180 MI'y AT91RM9200 (ARM9)
O6bem onepaTvBHOM NamsaTu (Tun namsTu), M6 64 (SDRAM)
O6beM 3HeproHe3aBUCMMOM NaMsTK (TUN Nams- 16 (DataFlash)
™), M6
Tun SD kapTbl microSD/microSDHC
Pa3smep Retain-namsitn, 6ant 4096
Bpems BbInonHeHMs 0QHOrO LiMKna Nporpammbl YCTaHOBMEHHOE MO YMOM4aHuio (cTabunusnpo-
BaHHoe) — 20 mc
[ononHuTensHoe o6opynoBaHve — aBTOHOMHbIE Yacbl peanbHOro BpeMEeHU (Tou-
HocTb xoga npu 25 °C — He 6onee 16 ¢ B cyT-
KW*, BpeMsi aBTOHOMHOW paboTbl npu +25 °C — He
MeHee 6 mMecsLeB);
— ctopoxesou Tanmep (Watchdog Timer);
— microSD-cokeT.

* TOYHOCTb YKa3aHa 6e3 NpUMEHEHUsI NPOrpaMMHON KOPPEKLMN.




OKOHYaHue Tabnuubl 2.1

MapameTp

| 3HayeHue (cBOoMUCTBA)

O6wue cBeaeHUs

labapuTHblE pa3mepbl, MM

(77 x 129,5 x 30)+1

Macca, kr, He 6onee

0,55

CreneHb 3awwmTthbl kopnyca no FOCT 14254-96

IP20 co cTtopoHbl nepegHent naHenu, IPO0 co
CTOPOHbI KNEMM

MHaukauma Ha nepegHen naHenu CeeToanoaHas
CpegHsisa HapaboTka Ha oTkas, 4 100 000
CpefHuii cpok cnyx6bl, net 8




Tabnuua 2.2 — UHTepdencbl CBA3M U NporpaMMupoBaHus

MpoTokonbl OnuHa
WUHTepden- (TMn cBA3M ®dopmaTt nepegauu Ckopoctu kabens, | Tun pekomeHAay-
Cbl CBAI3N | U 0COBEHHOCTH AAHHbIX nepepauu* M, He emoro kabens
paboThl) Gonee
8 6uT, YeT (Even), 1200** | KMM3B 1x2x0,6
Heyet (Odd), Het 4800, 9600, TY 16.K99-008—
R5.485 MocBus-RTY: | (None), Beeraa 1 | 19200, 38400, 2001 wn ava-
OBEH * | (Mark), Bcerga 0 57600, TOTNYHbIN
(Space), 1 unu 2 115200 6ut/c
cTon 6uTa
8 6uT, YeT (Even), 3 KaGenu, Bbinon-
Heuet (Odd), Het 4800, 9600, HEHHble B COOT-
RS-232 mgggﬂzjgg” (None), Bcerga 1 19200, 38400, BETCTBUU C pe-
OBEH * | (Mark), Bcerga 0 57600, KoMeHaaunsamm

(Space), 1 vnn 2
cton buTa

115200 6uTt/c

Mpunoxenns I
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OKOHYaHue Tabnuubl 2.2

MpoTokonbl OnuHa
WUHTepden- (TMn cBA3M ®dopmar nepepa- Ckopoctn kabens, | Tun pekomeHAay-
Cbl CBAI3M | M OCOBGEHHOCTUN YM AaHHbIX nepeaauu M, He emoro kabens
paboThl) Gonee
Ethernet Gateway - 10; 100 100 KaTteropus 5 Tun
TCP-IP, M6wuTt/c UTP (BuTble
UDP-IP, napbl 6e3 akpa-
Modbus TCP, Ha), STP v
CODESYS Net- FTP (BuTble
work Variables napbl B 3KpaHe)
(over UDP),
ICMP,
DHCP — knueHT,
DNS-knueHT,
http
uUsB MSD - 1,5; 12 Mcnonb3yeTtca ansa noaknto-
Mb6urt/c yeHus USB flash yctpoiicT

(mass storage devices)

* KpuTepuin npaBunbHOro yHKLMOHNPOBaHNSA MHTEPdENCOB CBA3WN KOHTpornepa — He 6onee 5 %

oLLMBOK Ha Ntoboi U3 CKOPOCTEN.

** MakcumarnbHas CKOpoCTb OOMeHa 3aBUCUT OT ANWHbI Kabensi.
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2.2 YcnoBusa aKkcnnyatauum

221 B 4actn TpeGoBaHuii ycrnoBui 3kcnnyaTauum koHTponnep [/1K304 cooTBeTcTBYET
FOCT P 51841-2001, pasgen 4.
2.2.2 Kontponnep MNJ1K304 akcnnyaTvpyeTcsi Npu criedyowmnx yCrnoBusix:

—  3aKpbiTble B3pbiBOOE30NaCHbIE NOMELLEHNS UMK LiKadbl 3nekTpoobopyaoBaHns 6e3 arpec-
CVBHbIX NApOB 1 ra3os;

—  TemnepaTypa OKpyxalLLlero Bo3gyxa oT MuHyc 25 go +70 °C;

—  BEpXHWI Npeaen OTHOCUTENbHOWM BnaxHocTu Bodayxa — 80 % npu + 25 °C n 6onee HU3KUX
Temnepartypax 6e3 koHaeHcauum Bnaru;

- aTmocdepHoe aasnexue ot 84 go 106,7 kla;

—  BbICOTa Haj ypoBHeM Mopsi He 6onee 2000 m;

—  JonycTumas cTeneHb 3arpsAsHeHns 1 (HecyLLeCTBEHHbIE 3arpsA3HeHNst N Hannyme TObKo
CYXVX HEMPOBOAALLMX 3arpPA3HEHWIA).

2.2.3 lo ycToM4MBOCTM K KNMMaTUYeCcKuM BO3AencTBuaM npu akcnnyaTtauum MNK304 cootBeT-
ctByeT rpynne ucnonHexuns [11 B coorsetcteum ¢ FOCT P 52931-2008.

2.2.4 Tlo ycTOMYMBOCTM K MeXaHM4YeckuM BO3fewcTBusiM npu akcnnyataumm MJ1IK304 cootseT-
cTByeT rpynne ucronHeHns N2 B cootBeTctBum ¢ TOCT P 52931-2008 (vactota Bubpauum ot 10 go
55 I'y).

2.2.5 To ycToM4MBOCTM K BOCMNAMEHEHNIO U pacnpocTpaHeHuio nrnamenn FV1 kopnyc koHTpon-
nepa cootetctByeT FOCT P 51841-2001, pasgeny 6.

12



2.3 NomexoycToNM4YNBOCTb

2.3.1 KoHTponnep oTBeyaeT TpeboBaHMSIM MO YCTOMYMBOCTU K BO3AENCTBMIO NOMEX B COOTBET-
ctBumn ¢ FTOCT P 51841 n FOCT P 51522 gnsa obopynoBaHus knacca A.
2.3.2 KoHTponnep ycTon4mB K KonebaHnsaM 1 npoBanamM HanpshkeHUst MMTaHus:

—  anga noctosiHHoro Toka B cootBetcTBuM ¢ FOCT P 51841 — gnuTenbHOCTb npepbiBaHUsi
0o 10 Mc BKMHOUYUTENBHO, ANUTENBHOCTL MHTEpBana ot 1 ¢ u 6onee.

2.3.3 KoHTponnep yCToMuMB K BO34YLLUHOMY 3feKTpocTaTu4eckoMy paspsgy + 2 kB.

2.3.4 KoHTponnep yCTOMYMB K PagMo4acTOTHOMY 3fIEKTPOMAarHUTHOMY MOS0 HaMPsXXEHHOCTbIO
0o 10 B/m B nonoce yactot ot 80 go 1000 My,

2.3.5 lMopTbl NUTaHMS KOHTpomnnepa YCTOMYMBBI K HaHOCEKYHAHbIM UMMYIbCHBIM MOMEXam
HanpsbxeHnem o 250 B.

2.3.6 lMopTbl BBOAA-BLIBOAA KOHTPOSIEpa YCTOMYMBLI K HAHOCEKYHAHBIM MMMNYJIbCHLIM NMOMexam
HanpsbxeHnem o 250 B.

2.3.7 MopTbl NUTaHWs KOHTpOMrepa YCTONYMBBI K MUKPOCEKYHAHbIM MMMYMbCHBIM MOMexam
60nbLUOM MOLLHOCTM HanpshkeHem Jo 2 kB.

2.3.8 lMNopTbl BBOAA-BbIBOAA KOHTPOMNepa yCTONUYMBbI K MUKPOCEKYHAHBIM MMMYMbCHBIM NOMe-
XaM 60nbLUO MOLLHOCTY HanpsixeHneM Ao 1 kB.

2.3.9 TllopTbl NMTaHUs 1 BBOAA-BbIBOAA KOHTPOMepa yCTOMYMBbLI K KOHAYKTUBHBIM MOMEXaM C
yposHeM 3 B B nonoce 4actot ot 150 kl'y go 80 My,
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3 YcTponcTBO U 0OCOBEHHOCTU KOHCTPYKLIMMU

3.1 KOHCTpyKUuA, BCTPOEHHbIE UHTep(henChl

3.1.1 Kontponnepbl MJIK304 BbinyckaloTCsi B NNacTMacCcoBOM KOPMyce B KOHCTPYKTMBHOM WC-
nonHeHun gnsa kpennenus Ha DIN-peiike 35 mm unun Ha wute. MaGapuTHble YepTexu NpuBeaeHbl B
MpunoxeHun A.

3.1.2 MNK304 npepctaBnser cobon MUHMATIOPHbIA NMPOrPaMMMUPYEMbIN NIOTMHYECKUIA KOHTPOT-
nep, BbINOMHEHHbIN Ha ocHoBe Mukponpoueccopa ARM9, co BCTpoeHHbIMM 16 M6 chnaw n 64 M6
onepaTvBHON NamATK.

3.1.3 KoHTponnep ocHalleH ogHumM noptom Ethernet n yeTbipbMsA nocrnegoBaTenbHbIMK NopTa-
MU, AByMsi padbemMamu USB; BCTpoeHHbIM crioToM anst microSD/ microSDHC kapTbl naMsaTu, UCnonb-
3yeMOW KOHTPOJINIEPOM B KaYeCTBe XECTKOro Ancka, YTO MO3BONAET COXPaHATb 3HAYUTENbHbIN 00beM
MHOPMaLMN U BBINOMNHATb yAaneHHble MOHUTOPWHT U KOHTPOMb NepudepuitHbIX yCTPOMCTB. BHeww-
HWUW BUA KOHTPOMnepa NpeacTaBneH Ha pucyHke 3.1.

3.1.4 Ha BepxHeln NoBEPXHOCTW KOHTPOIiepa pacnonoXeHbi:
—  pasbem MUTaHus NOCTOSIHHOIO ToKa (CM. PUCYHOK 3.2, a);

—  kHonka «RESET» (cM. pucyHok 3.1), ucnonb3yemas Ans nepesarpy3ku KOHTponnepa;

—  coeavHuTenb nHTepderica Ethernet Tuna 8P8C (RJ45) (cm. pucyHok 3.2, 6). MoHTax KoH-
TakToB nopta Ethernet npvBeneH B Tabnuue 3.1;

14



6nok DIP-nepekntoyatenen (cMm. pucyHok 3.3), NnpeAHasHauYeHHbIN Ans KOHUryprpoBaHus
nocriegoBaTenbHbIX NMOPTOB U MCMOMNb30BaHWSA B MONb30BATENbCKUX MPUIOXEHUAX: nepe-
kntovatenn 1 u 4 ucnonb3yoTcs NS Bblbopa pexuma nocnefoBaTenbHbIX MOPTOB (CM.
Tabnuuy 3.2); nepekntoyaTtens 2 cBobogHo nporpammupyembii yepes CODESYS (awc-
KPEeTHbIN BXOA); nepekntoyaTens 3 ucrnonb3yeTcst Ans 6rokvpoBKu 3anycka nonb3oBaTenb-
ckon nporpammbl CODESYS npw 3arpy3ke koHTponnepa. [lo ymonyaHuio Bce DIP-
nepeknYaTeny HaxoaaTcst B BepxHeM nonoxeHun (OFF);

OBa BblcokockopocTHbix USB 2.0 nopta (cM. pucyHok 3.2, B); KOTOpble MOryT UCMOMb30-
BaTbCs Ans nogknodeHns USB flash HakonuTenelt (mass storage device).
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PucyHok 3.2 — Bup pazbemoB: pazbem nutaHus (a), Ethernet nopr (6),

pa3bem USB (B)

Ta6nuua 3.1 — MoHTax noptoB Ethernet

KoHTakT (Pin) CwurHan (Signal)
1 ETx+
2 ETx-
3 ERx+
6 ERx-
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1.2 3 4
DIP ON

PucyHok 3.3 — Bnok DIP-nepekntoyatenen

Ta6nuua 3.2 — HasHauyeHue DIP-nepekntoyaTtenen

DIP-nepekntoyarenb Ha3HauyeHue
Mpwu 3arpyske:
1 Pexum nopta 1: RS-232 (Off)/RS-485 (On)

Mpwu pa6oTe: He ncnone3yetca

CBobogHo nporpammupyembin Yepes CODESYS nepeknioyatens

2 Z
(QMCKpeTHbIV BXOA)
Mpwm 3arpyske:
Brokuposka 3anycka nporpammel none3osatens (Off-sknioyera, On-
3 BbIKITIOYEHA)

Mpwu pa6oTe: He vcnonb3yetca

Mpwm 3arpyske:
4 Pexum nopta 1: RS-232 (Off)/RS-485 (On)

Mpwu paboTe: He ncnonb3yetca

18




3.1.5 Ha nuueson nosepxHocTtu MNJ1IK304 pacnonoxeHbl CBETOANOAbI, MHAWULMPYOLME PyHKUM-
OHVIpPOBaHWe KOHTponsepa.

3.1.6 Ha HwxHen noBepxHocTu MJIK304 pacnonoxeHbl YeTbipe nocrnegoBaTesbHbIX nopta (cm.
pucyHok 3.4, a), BbINOMHEHHbIE nof pasbem Tuna 8P8C (RJ45) (pucyHok 3.4, 6). MoHTax KOHTakToB
nopToB NpuBefeH B Tabnuue 3.3.

g g g g

a) Mopts P1/P2/P3/P4 6)

PucyHok 3.4 — HuxHasa noBepxHocTb MJIK304 ¢ nocnepoBatenbHbIMU NopTamu (a), Bbl-
nonHeHHbIMU NoAa pa3beM Tuna 8P8C (RJ45) (6)
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Ta6nuua 3.3 — HazHayeHne KOHTaKTOB nocnegoBaTesibHbIX NOPTOB Ha pa3beme 8P8C (RJ45)

H Homep nopra
omep
KOHTaKTa Pl P2 P3 P4
RS-232 RS-485 RS-232 RS-485
1 DSR — DSR — — —
2 RTS — RTS RTS RTS —
3 GND — GND GND GND —
4 TXD - TXD TXD TXD -
5 RXD — RXD RXD RXD —
6 - B (Data-) DCD - - B (Data-)
7 CTS — CTS CTS CTS —
8 — A (Data+) DTR — — A (Data+)

3.1.7 YeTblpe nocnenoBaTenbHbIX MOpTa KOHTposnsepa ob6ecrneumBaloT BbICOKOCKOPOCTHYH
CBSA3b C YCTPOWCTBaMM, NOAOEPXKMBAIOLLMMN MHTepdenchl cBa3m RS-232, RS-485. MNopTbl 1 1 4 moryT
ObITb CKOHpUryprpoBaHbl AN CBs3u no uHTepdencam RS-232, RS-485; nopThl 2 n 3 nopaepxvsatot
nHTepcenc RS-232. Tak xxe P3 mMoxeT Mcnonb3oBatbCst AN paboTbl CO BCTPOEHHOW onepaLMoHHOM
cucteMoi. [nsi nogkntodeHust ucrnonb3yeTcst kabenb KC6 (cm. pucyHok B.3). [ns nogkntoveHus
BHELLUHWX YCTPOWCTB C pasbemoM DBIF no RS-232/RS-485 ncnonb3yetcs kabenb KC12 (cm. pucyHok
B.4).

3.1.8 Ha neBoit 60kOBOW NMOBEPXHOCTM PACMONOXEH CIOT, NpeAHa3HaYeHHbIN Ans YCTaHOBKM
kapT namsTy Tuna microSD/microSDHC. Kapta yctaHaBnvBaeTcsa KOHTakTamu B cTOpoHy DIN-peviku.
[ns yCcTaHOBKU/M3BbATUA KapThbl CriedyeT HaxaTb Ha Hee.
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3.2 UHpukaumnsna

3.2.1 Ha nuuesyto naHenb KOHTponnepa BbiBeAeHa CBETOAMOAHAS UHAMKALMS O COCTOSIHWUM Nop-
TOB, HaNVYUW NMUTAHWSA, HAaNM4YUN CBA3M N 0 paboTe KOHTponnepa.

3.2.2 UnpukaTop «PaboTa» cBMAETENLCTBYET O BhIMNOMIHEHUM MpOrpamMmbl nonb3osatens. Ecnu
nporpaMma 3anyLlieHa — MHAMKaTop BkMoyveH. Ecnv nporpamMma ocTaHOBNEeHa — MHAMKATOP BbIKMHO-
YeH.

3.2.3 Ceetoauop «LAN» oTobpaxaeT coeauHeHue Ethernet-nopta ¢ ceTbto. [pu Hanuumm cBsian
WHOVKaTOp CBETUTCS, NPU NPOXOXAEHUN CUTHana Yepes nopTt — mepuaer.

3.2.4 Ceetogmoppl «P1, P2, P3, P4» - yeTblpe ABYXUBETHbIX MHAMKATOPa - CBUAETENbCTBYIOT O
nepefjave AaHHbIX Yepe3 nocrnepoBaTenbHble NopThl. [pu nonyyeHun AaHHelx (RxD HaxoguTcs B
COCTOSIHUM BbICOKOrO YPOBHSI) - BKIMIOYEH 3eMeHblil UBeT; npu nepedave gaHHbix (TxD Haxoautes B
COCTOSIHUW BbICOKOTO YPOBHS) - BKIIOYEH XENTbIN LBET.

3.3 Yachl peanbHOro BpemMeHu

3.3.1 MJIK304 ocHalleH BCTPOEHHbIMU YacaMu peanbHOro BpeMeHM C BO3MOXHOCTbI aBTOHOM-
HOW paboTbl OT BCTPOEHHOIO arieMeHTa nuTtaHusi. Ecnv pabota yacos npu nponaganum nutanus MNJK
HeKoppeKTHa, 3NeMeHT NMTaHus HeoGXxoauMo 3aMeHuTb. MeToamka 3amMeHbl 3rieMeHTa NUTaHWs onu-
caHa B pasgene «TexHuyeckoe o6CnyxmBaHue».
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4 Ucnonb3oBaHMe NO Ha3Ha4YeHuto

Mepen ucnonb3oBaHnemM koHTponnep MJIK304 HeobxoamMmMo 3anporpaMmmMupoBaTh, T.€. CO34aTb
nonb3oBaTenbCKyto nporpammy. MNocne co3aaHnsa nonb3oBaTtenbekas NporpaMma MoxeT ObiTb coxpa-
HeHa B 9HeproHesaBucmmon Flash-namsTy kKoHTponnepa u 3anyckaTbCsi Ha BbIMOMHEHWE NOCIe BKIO-
YEHVSt MUTaHUSA NN nepesarpysku.

MporpammupoBaHmne ocylecTensieTcs ¢ noMolubto MO CODESYS 3.5. B kavecTBe MHTepdeinca ans
CBA3U co cpenoi nporpammupoBaHnst CODESYS MoxeT ObiTb NpUMeEHeH Tonbko nopT Ethernet.

Ha puvicyHke 4.1 npeacTaBneH npumep NoakniodeHns koHTponnepa k MK ans nporpammypoBanns
Yepes nopt Ethernet. B npuBegeHHoM npumMepe KoHTponsep nogkmntoyeH k MK Hanpsimyto ¢ nomoLLbio
Kpocc-kabens (C pacnanko KOHTaKToB, npeacTasneHHon B MNpunoxeHun b (pucyHok B.1 n Tabnuua
B.1)). Kabenb BknovaeTcs B rHe3fo (mopT Ethernet), pacnonoxeHHoe Ha BepxHel NOBEPXHOCTU KOH-
Tponnepa. OTBeTHas YacTb kabensi nogknioyaetcs k nopty Ethernet MK.

MNK304 wmoxeT ObITb nopkmnoveH 4Yepe3 Ethernet m ¢ ucnonb3oBaHvem ceTeBoro
kommyTaTopa (SWITCH) (cM. pucyHok 6.2).

Mopt USB ncnonb3yetcsa anst nogkntodeHus USB flash Hakonutenen.

Moapo6Hee nporpaMMmUpoBaHve KOHTponrepa onucaHo B MpunoxeHusx B u I
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Mo6unbHbIi KOMNbIOTEP KomnbioTep onepatopa

e,
]
/ [:j
Mopt Etghernet @

PucyHok 4.1 — BapuaHT noakntoyveHus k MK gnsa nporpammupoBaHusi KOHTponnepa Yyepes nopr
Ethernet
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5 Mepbl 6e3onacHocTH

5.1 Mo cnocoby 3awwmTbl OT NOPaXeHUs ANeKTpU4eckum TokoM koHTponnep MJIK304 cootset-
ctByeT knaccy |l no FOCT 12.2.007.0-75 (B uensx oTCYTCTByeT onacHoe AN XuU3Hu obcnyxuBatoLLie-
ro nepcoHana HanpsixeHue).

5.2 Mpw akcnnyaTaumm u TexHW4eckom obcnyxuBaHuM Heobxogumo cobnogate TpeboBaHus
FOCT 12.3.019-80, «[MpaBun akcnnyaTtaumu aneKTpoycTaHOBOK noTpebutenen» n «lpaBun oxpaHbl
TpyZa npu aKcnnyaTaummn aneKTpoycTaHOBOK NoTpebuTeneiny.

5.3 OTKpbITble KOHTaKTbl KNEMM KOHTPOIiepa Npu aKCnnyaTauuM HaxoasaTCs Nog HanpshkeHNeM.
YcTaHoBKy KOHTponnepa crefyeT npou3BOoAMTb B CreumanusnpoBaHHbIX Lkadax, AOCTYn BHYTPb
KOTOpPbIX pa3peLleH TONbKO KBanuULMPOBaHHbIM cneumanvcTam. Jliobble NoAKMYEHUst K KOHTPOI-
nepy 1 paboTbl MO €ro TEXHUYECKOMY OBCINYXUBAHMIO NPOM3BOASTCA TOMBKO NPU OTKIKOYEHHOM NUTa-
HUW KOHTpoOSMepa 1 NOAKIOYEHHbIX K HEMY YCTPONCTB.

5.4 He ponyckaeTcs nonagaHue BrarM Ha KOHTaKTbl BbIXOAHbLIX COEAMHWUTENEW U BHYTPEHHUe
3NeMeHTbl KOHTponsepa. 3anpeLlaeTcs UCNoNb30oBaHWE KOHTpoOInepa Mnpu Hanuuum B atmocdepe
KMCIOT, LLENOYeN, Macen v UHbIX arpecCUBHbLIX BELLECTB.

5.5 TMopkntodeHre u TexHu4eckoe obenyxunsaHune koHTponnepa MNK304 gonmkHbl NPOU3BOAUTL-
CAl TONbKO KBaNMMUUMPOBAHHLIMU CrieumanMcTaMu, U3yyYvBLUMMU HACTOsILLEE PYKOBOACTBO MO 3KC-
nnyaTtauuu.
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6 MoHTax n noaroToBKa K pabore

6.1 YcTtaHOBKa KOHTposnsepa

6.1.1 Mpu MOHTaxe KOHTPONNEepoB HeObGXoAMMO yunTbiBaTb Mepbl Be3onacHocTw, npeacTa.-
neHHble B pasgene 5.

6.1.2 lMpu MOHTaxe AnA KOHTponnepa npeaBapuTenbHO MOAroTaBnMBaeTCA MECTO B LiKady
anekTpoobopynoBaHmns. KoHCTpykums Wwkada fomkHa obecneunBaTh 3aliMTy KOHTponnepa oT nona-
[aHus B HEro Braru, rpsiav v NoCTOPOHHUX NPeaMeTOB.

6.1.3 KoHTtponnep 3akpennsetcs Ha DIN-peliky unu BHyTpeHHIOIO CTeHy Lkadpa 3auienka-
MW BHU3.

YctaHoBKka koHTponnepoB Ha DIN-penke ocyuiecTBnsetcs B cneaytowlen nocnenoBatenbHo-
cTu:

1 MNpoussogntca noarotoBka Ha DIN-perike mecTta ons yCTaHOBKW KOHTponnepa B COOTBET-
CTBWUM C pa3Mepamu, npuBegeHHbIMU B [NpunoxeHun A.

2 KoHTpornnep yctaHaBnuBaeTcst Ha DIN-peliky B COOTBETCTBUM C pUCyHKOM 6.1, @) No cTperke

3 KoHTponnep ¢ ycununem npuxunmaetcs k DIN-peike B HanpaBneHum, Noka3aHHOM CTperikomn
2, 00 buKcaLun 3aLLernKku.

4 Ins cbema koHTponnepa ¢ DIN-pelikv B NpoyLUnHy 3aLlenku BCTaBMNseTCd OCTpUe OTBEPTKM
(cM. pucyHok 6.1, 6)), 1 3allenka OTXXMMaeTcs No CTpenke 1, nocne Yero KOHTPONnep oT-
BoguTcs oT DIN-penkun no cTpernke 2.
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PucyHok 6.1 — MoHTax koHTponnepa ¢ kpenneHuem Ha DIN-peiiky
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YcTaHOBKa KOHTPOIEPOB Ha LMTe ynpaBreHus ocyLLecTBNseTca B CrieaytoLel nocneaosa-
TeNnbHOCTK:
1 Mpown3BoanUTCSt NOArOTOBKA Ha LUMTE YNpaBneHns MecTa Afsi YCTaHOBKWU KOHTponsepa B Co-
OTBETCTBUM C pa3Mmepamu, NpueeaeHHbIMU B [NpunoxeHnn A.
2 KoHTponnep ycTaHaBnv“BaeTCa Ha LWTe ynpasrieHus 1 3akpennseTtcs AByMs BUHTamu M3,
He BXOASALLMMM B KOMMIEKT NocTaBku. [ANa KpenneHns Ncrnonb3yTca NPOoyLLIMHLI Kopryca
KOHTponnepa.
6.1.4 Tpu MoHTaxe crnegyeT OCTaBWUTb 3a30pbl MEXAY CTEHKaMW M KOprycoM KOHTponnepa He
MeHee nokasaHHbIX Ha pucyHke A.3 (MpunoxeHune A).
6.1.5 Ecnu B npouecce aKcnnyataumMu nnaHWpyeTcs cHsATue/yctaHoBka microSD/microSDHC
KapTbl, HeobxoAMMO npedycMOTpeTb CBOGOAHOE MECTO crieBa OT KOHTponnepa, KoTopoe No3BonuT
OCYLLEeCTBNATL CBOOOAHbIV AOCTYN K COOTBETCTBYIOLLErNO pasbema.

6.2 MoHTaX BHELLHMX cBsA3en

6.2.1 O6wue TpeboBaHNA K MOHTaXHbIM NpoBOAaM

MakcumanbHoe ceveHvne npoBoAoB, nogkmtovaembix Kk MJIK npn moHTaxe, — 0,5 MM> (cooTBeT-
cteyeT 20 AWG).

MuHumanbHoe ceveHve nogknyaemblx nposogos — 0,25 MM,

BHumanue! He crnegyet yknaabiBaTb CUrHanbHble NPOBOAA B OAMH XXIYT U KOpob ¢ CUMOBbIMU
nposogamu. Ons 3almThl LUenei OT BMUSHWUS BHELUHUX HAaBOAWMbIX NMOMEX PEKOMEHYETCsi npume-
HATb 3KpaHWPOBaHHbIE kabenw.

6.2.2 Moaknio4veHne NUTaHus

Mutanve koHTponnepa MNJIK304 pekomeHayeTcs OCYLECTBMATb OT JIOKaNbHOrO UCTOYHMKA Moa-
xoasien molHocTu. PekomeHayemblin 6ok nutanus - bM156-02-24. Kontponneps! MJ1IK304 umetoTt
3alUTY OT NEepPenositoCOBKN MUTaHUS.
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6.2.3 MoaknioyeHne nHtepcperica RS-485

MoakntoyeHne BLINOMHAETCA NO ABYXNPOBOAHOW CXemMe BUTOW Napol NpoBoAoB C COBnioaeHnem
nonsapHocTM. MOHTaX cregyeT npovM3BOAWTL MNPU  OTKMIOYEHHOM HampsbKeHWM MUTaHus BCex
ycTponcTB cetn RS-485. [InvHa nuHuM cBsiau JomxkHa 6biTb He BGonee 1200 meTpoB. MogkntoyeHne
ocylLecTBNsieTCA kabenem, U3roTOBMEHHBIM MO CxeMe, npuefeHHom B MNMpunoxenun b (pucyHok B.1).

MpumeyvaHume — O603Ha4eHMe KOHTaKTOB nHTepderica RS-485 B npubopax nponssoacTea Apyrux
drpM MOXeT ObITb Criegylolmm: KOHTakTy A cooTBeTcTByeT obosHauveHue «Data+», koHTakTy B —
«Data—».

6.2.4 Mopaknto4veHue K uHTepdeicy RS-232

MoakntodeHne k mHTepdericy RS-232 ocywecTBnsieTcs kabenem, WU3rOoTOBMEHHbIM MO CXEME,
npueeaeHHow B MNpunoxenun b (pucyHok B.2). MogknioyeHne Heobxoanmo NpounsBoauTb MPY OTKIHO-
YEHHOM HanpshKeHWN NMUTaHWsA KOHTPOIepa v NoAKMYaeMoro ycTponcTea. [innHa kabens He OOmk-
Ha npeBbllWaTb Tpex MeTpoB aAnst RS-232.

6.2.5 MoakntoveHue k uHTepdpency Ethernet BbinonHsieTcs BOCbMWXUIBbHLIM kKabenem «Butasi
napa» kateropum 5. Ha kabenb yctaHaBnMBalTCA OKOHEYHble coeguHuTenu 6e3 akpaHa. OTBeTHas
yacTb kabens nogknoyaetcs k Ethernet-koHueHTpaTopy, k ceteBon nnate MK unu k nHomy obopyao-
BaHui0. [pn NOAKMNIOYEHM K KOHLEHTPaTOPY MCNomNb3yeTca CTaHAAPTHLIN (NpsiMoi) kabenb, cornacHo
EIA/TIA-568A, npv nogknoveHMn K CETEBOW NnaTe UNM K MHOMY OGOpyAOBaHWMIO UCMONb3yeTcsl Ka-
6enb Up-Link (kabenb ¢ nepekpecTHbIM MOHTaXXOM MEPBON 1 BTOPOK nap).

BO3MOXHBIN BapuaHT CTPYKTypbl COeAVHEHWI KOHTpornepa npu ero paboTte B aBTOMaTU4eckon
cucTeme ynpasreHust TEXHONOrMYeCKMM npoLeccamm nokasaH Ha pucyHke 6.2.

6.2.6 MopkntoyeHrne USB ycTpoicTe u microSD/microSDHC kapTbl JonyckaeTcsl, B TOM YuC-
ne, v npu BknoveHHoM nutanHum MIK. Mpn 3Tom HeobxoAMMO NMPOrpaMmMHO NPeayCMOTPeTb NpUocTa-
HoBKy paboTbl C ycTporcTBoM/kapToi. Hanpumep, nepepdatb yHKUMM «6e3onacHOro M3BneyeHus»
yCTpomncTBa/kapTbl Ha cBO6oAHO NporpammupyeMbii DIP-nepekntoyartens.
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Pabouan craHums CeTesoii

“lSwitch)

Ethernet

Cetb npepnpuatua (yposexs ACKY3)
K K Ne2 E‘::me'
« TUK Ne3 merel
Nanens
oneparoj
(Cn310)
MK wnm
AATYMKM C :
Pcaher't nl k cetu RS-485 @
RS-485

PucyHok 6.2 — NMpumep CTpyKTypbl coeanHeHu npu ncnons3osaHus MIK304 B cucteme
ynpaBneHus

29



Mopynu BeBopa/Bbieoga Mx110

AHanoroeble AHanorosble
¥ LUCKPETHbIE ,D,MCerTHHe Wl LCKPETHbIE ﬂ,VlCerTHble
Jatyukn BbIXOAbl JATINKM BbIXOAbI
Moaynb Net , Mogynb Ne... '
> , z

Cetb RS-485

PucyHok 6.2 — NMpumep CTpyKTYpbl coeanHeHu npu ucnonb3oBaHus MIK304 B cucteme
ynpasrneHus (npoaormkeHue)
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6.3 Mpo6GHbIN Nyck

6.3.1 Ecnu KoHTponmnep Haxoauncsa anutensHoe BpemMs npu Temnepatype Huxe 0 °C, To nepeq
BKItOMEHMEM U Hayanom paboT ¢ MNK304 HeobxoamuMo BbiepkaTb €ro B NOMELLEHUN C TeMnepaTy-
poM, COOTBETCTBYIOLEN paboyeMy AvanasoHy (0T Hyns Ao +50 °C), B TeueHne He MeHee 30 MUH.

6.3.2 lNepen nogayen NUTaHWS Ha KOHTPOMMep credyeT NPOBEPUTL NPaBUMbHOCTL NOAKMIOYEHNS
HanpsKeHWst 1 ero ypoBeHb:

—  npu HanpsbkeHun Hwke 10 B paboTta KoHTponnepa He rapaHTupyeTcsi (KOHTponnep npe-
KpaluaeT hyHKLMOHMPOBAaTb, OAHAKO, U3 CTPOSI HE BLIXOAUT);

— NPV NpeBbILEeHNM HanpsbkeHns nutaHus yposHs 30 B Bo3moXeH Bbixod KOHTponnepa 13
CTpoS.

6.3.3 MNpwu nogaye Ha MJIK304 HanpsikeHWs NUTaHWA OOMYCTUMOrO Auanas3oHa Ha NuueBOW CTO-
poHe kopryca 3aropaeTcst uHamkatop «Mutanuer. Mpu Hanuuum noaknoyeHns k cetn Ethernet Takke
3aropaetcs nHamkaTop «LAN».

6.3.4 Nocne BKIIOYEHNA NUTaHWSA KOHTPOMMep HadyuMHaeT 3arpyxatbcs. [10 OKOHYaHWIO 3arpysku,
ecnv B KOHTposnepe Obina 3anucaHa nosnb3oBaTenbckasi Mporpamma, OHa HauMHaeT WUCMOSHSTHCS.
Mpu aTom 3aropaetcs nHamkatop «PaboTar.

Mpumeyanmne — Ecnu nopt Ethernet HacTpoeH Ha nonyyeHue ceTeBbix HacTpoek ot DHCP cep-
Bepa, To, npu BknoyeHun MNJTIK304 6e3 ceTeBoro kabens, nporpaMma He HauYvMHaeT BbIMOMHATLCA A0
TOroO MOMEHTa, Nnoka He OydeT BCTaBMNEH CeTeBOW kabenb, U KOHTPOMNep He MOMy4nT OT cepBepa ce-
TeBble HacTpovikn. Ecnv ecTb BEposiTHOCTb He nosyveHus Hactpoek ot DHCP cepBepa, cnenyet
ucnone3oBaTtb crtatuyeckui IP agpec, B npotusHoM cnyvae B [MJIK He Oypet 3arpyxaTtbcsa cpefa
CODESYS, T0 ecTb He ByaeT BbINOMHATLCSH NporpamMmma nonb3oBaTensi, a Takke byaeT HEBO3MOXHO
noaknioyeHve k cpege CODESYS ans nepenporpaMMmpoBaHusl KOHTpornnepa!

6.3.5 Ecnu nocrne BKOYEHUS] NUTAHUS BbIMOSIHEHNE nporpamMmmMmbl He Ha4anochb, Heobxoanmo
NPOBEPUTL Hann4ne B NaMATU KOHTpOJ1epa nporpaMmmbl U crnefoBatb MHCTPYKUMAM pasgena 6.4.
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6.4 Touck n ycTtpaHeHue HencnpaBHOCTEN

6.4.1 CocTosiHMe KOHTponnepa oTobpaxalT CBETOANOLHbIE MHAMKATOPbLI HA ero nepeaHer naHe-
nm (cM. pasgen 3.2), noaTomy:

— OTCYTCTBME CBeYeHUs nHamkatopa «lutaHve» nocne nogayn NUTaHWS Ha KOHTponnep o3Ha-
YaeT, YTO NOAAHHOE HaNPsSHXKEHVEe CULLKOM HU3KOE WNW KOHTponnep He ucnpaseH. [onb3osaTens
[OIKEeH NPoM3BeCTW NPOBEPKy Lienen nuTaHus. Ecnn Henonagka He BbisiBNeHa cnepyeT obpa-
TUTBCS B CepBuUC-LieHTp. VHdopmaums o nepepade B cepBUC-LIEHTPbI NpUBEAEHa B nacnopTe Ha
npuobop;

- oTcyTCcTBME cBeyeHus nHamkatopa «LAN» osHauvaeT, yto cBsiau MK ¢ MK HeT Ha dmanye-
cKoM ypoBHe, TpebyeTcs npomasecTn npoBepky Ethernet kabens v, B cnyyae nospexaeHusi, 3a-
MEHWUTB;

6.4.2 MpoBeputb paboToCnoCcoBHOCTL KOHTponnepa MoxHO u3 cpeabl CODESYS. Mepen nog-
KntoveHneM koHtpornepa k CODESYS Heobxoanmo mHcTannvpoBaTb B cpefy Target-chanmn KoH-
Tponnepa, BbIGpaTh kaHan CBS3W W YCTAHOBUTbL HeOBXoAMMblE NapameTpbl kaHana cBs3u (nocneao-
BaTenbHOCTb UHCTannsuun Target-cpann koHTponnepa npueeaeHa B Mpunoxenusx B u IM).

6.5 NMNomexu n meToabl X NnogaBrieHUNA

6.5.1 Ha pa6oty NJ1IK304 moryT okasbiBaTb BMUSIHAE BHELLHME NOMEXM:

—  MOMeXxM, BO3HMKaloLme nof AeVCTBUEM 3M1IeKTPOMAarHUTHbBIX Nonen (3NekTpoMarHTHble no-
Mexu), HaBoaumble Ha cam M1K304 1 Ha NMHWUK CBSI3W C BHELLHUM 060pYyaA0BaHUEM;

—  MOMeXxM, BO3HUKaoLLMe B MUTaIOLLEN CEeTU.

6.5.2 Ons yMeHbLUEHNS BRUSIHUSI 3NEKTPOMArHUTHbIX MOMEX HEOOXOAMMO BbINOMHSATL NpuBe-

[AeHHble HUXe pekoMeHaauum:

—  obecneunTb HageXHOe 3KPaHWPOBaHWE CUTHaNbHbBIX NIMHWIA. JKpaHbl CrieayeT anekTpuye-
CKV M30nmnpoBaTb OT BHeLLUHero obopyaoBaHMsi Ha NPOTSHKEHWU BCeW Tpacchkl U Noacoeau-
HATb K 3a3eMIEHHOMY KOHTaKTY LUMTa ynpasreHus;
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—  TIK304 pekomeHayeTcsi ycTaHaBnuBaTb B MeTanMyeckom Lukady, BHYTPU KOTOPOro He
OOIMKHO BbITb HMKaKoro cunosoro obopyaosaHus. Kopnyc wkada fomkeH 6biTb 3a3eMIeH.

6.5.3 [ns yMeHbLUEeHNs NoMeX, BO3HMKAIOLLMX B NUTAIOLLEN CeTu, creayeT BbINOMHATb crieyto-

LuMe pekoMeHaaumu:

—  MpY MOHTaxe cuctemsl, B kotopol pabotaet MIK304, cneayeT yuuTbiBaTh Npasuna opra-
HU3aLum 3HEKTUBHOIO 3a3EMMEHUS U NPOKNaAKN 3a3€MIEHHbIX 9KPaHOB:

—  BCe 3a3eMnsome NIMHUA U 3KpaHbl MPOKIaabiBaTh N0 CXeMe «3Be3far», Npyu aToMm Heobxo-
OMMO 06ecneynTb XOPOLLMIA KOHTaKT C 3a3eMISiEMbIM 3MTIEMEHTOM;

—  3a3eMnsoWMe Uenu OOMkHbl ObiTb BbINOMHEHbI MPOBOAAMW, UMEKLLMMU MaKCUMarnbHO
BO3MOXHO€E CeyeHue.

6.6 PaboTa c Linux B KOHCOJIbHOM peXxume

[ns KoHconbHOro goctyna kK cucteme Linux ucnoneayetcsa nopt P3 u kabenb KCB6, pacnaii-
Ka KOTOpOro nokasaHa Ha pucyHke b.4. [Ins BBOga komaHA nopovaeTt nobas TepMuHanbHasi npo-
rpamma, Hanpumep, PuTTY. ing nogknoyeHns HeobxoaMmo 3adaTh CreayloLne ceTeBble HaCTPONKM
nocregoBaTenbHOro nopta (CM. pUCYHoK 6.3):

CkopocTb (6uT/c): 115200;

BuTbl gaHHbIX: 8;

YeTHocTb: Her;

CTonoBble 6uThI: 1;

YnpaBneHue notokom: Her.
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Basic options for your PuTTY session

Specify the destination you want to connect to

Serial line Speed
comi 115200
Connection type:

Raw Telnet Rlogin SSH @ Seral

PucyHok 6.3 - CeTeBble HacTpoiku PuTTY ans nogknioyeHus no nocregoBartenbHoMy nopty P3
[aHHbI OTNAAO0YHbIM NOPT MO3BOMAET OTCNEXWBaTb ANArHOCTUYECKYIO MH(OPMALIMIO KOH-
Tponnepa B npouecce 3arpy3ku: CeTeBble HaCTPOWKW, BEPCUIO MPOLUMBKA, O6bEM NaMsAT 1 T.4.
Tarke cyLecTByeT BO3MOXHOCTb AOCTyna K koHconu Linux no Ethernet ¢ ncnone3osaHvem
npotokona SSH. loctyn ocywectenseTcs no |P-agpecy KoHTpornepa n nopTy 22 (CM. pUCyHokK 6.4).

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.0.6.10 22
Connection type:

Raw Telnet Rlogin @ 55H Seqal

PucyHok 6.4 - CeteBble HacTponku PuTTY ansa noaknioyeHus no Ethernet

MpumeyaHue — CnegyeT obpaTtuTb BHUMaHWE, YTO noakntodeHve no Ethernet Bo3amoxHO
OCYLLIeCTBNSATb TONBKO MOCHe MOSIHOW 3arpy3ku KOHTponnepa.
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KoHconbHbI AocTyn no3BonsieT paboTaTe C BCTPOEHHOW OMnepauvoHHON CUCTEMON Hanpsi-
My}0, UCMONb3yst KOMaHAbl (CM. Tabnuuy 6.1). [Ins Bxoga B KOHCOMNbHBIV pexuM TpebyeTcs [oXAaTLCA
nonHown 3arpysku MIK, nocne yero B TepmyHansHo nporpamme HaxaTtb Enter. MNossuTtcs none Beoga
norvHa plc304 login: (no ymonyaHuio) root, u none Beoga napons Password: (no ymonyaHuio) oT-
cytcTByeT. CoobLLeHmne <root login on ‘ttyS0’> nocrne BBoAa forvMHa 1 Napornsi roBopuT 06 ycrnewwHoM
BXO[E B KOHCOMbHbIN PEXMM (CM. PUCYHOK 6.5).

PucyHok 6.5
Ta6bnuua 6.1
KomaHga [ OnucaHue
®PannoBble KOMaHAbI

cd dir CMEHUTb anpekToputo Ha dir
cd nepevTv B AVPEKTOPMIO YPOBHEM BblLLE
cd ... nepenTy B AUPEKTOPUIO ABYMSsI YPOBHSIMU BhlLLE
cd - nepenTV B AMPEKTOPMIO, B KOTOPOW HaxoaMNMCh [0 nepexoaa

B TEKYLLYIO AVPEKTOPUIO
pwd rokasaTb TEKYLLYI AUPEKTOpUIO
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MpoaonxeHune Tabnuubli 6.1

KomaHnga OnucaHwue
Is 0TOOPa3nNTb COAEPXKUMOE TEKYLLEW AUPEKTOPUM
mkdir dir co3gartb katanor dir
less file BbIBECTU coaepxunMoe file c BO3MOXHOCTBIO NPOKPYTKM
BBEpPX/BHU3
Pa6oTa c uHdopmaumen
cat file oTobpaxeHune copepxumoro file

cat /proc/cpuinfo

oTo6pasnTb MHhopMaLMio 0 NpoLeccope

cat /proc/meminfo

NpoBepuUTb NCMNOJIb30OBaHNE NaAMATU

Nonb3oBatenu n rpynnbl

passwd | cmennTE napons
YnpaBneHue cuctemomn
reboot nepesarpyska KoHTpornnepa
exit 3aBEPLUMTb CeaHC CBA3M
YnpaBneHue npoueccamm
killall proc NPUHYANTENBLHO 3aBEPLUMTL BCE NPOLIECCHI C UMEHEM Proc
ps BbIBECTU TEKYLLME aKTUBHbIE NPOLECCHI
top nokasaTb BCe 3anyLleHHble NPOLEeCChl B MHTEPaKTUBHOM pe-
XMMe (C BO3MOXHOCTbIO COPTUPOBKM MO 3arpy3ke npoLecco-
pa/namsatun/T.n.)
CeTb
ifconfig eth0 nokasaTb KOH(Urypauumo ceteBoro uHtepdgeiica ethQ
ifup eth0 BKMIOYMTb UHTEepderic ethO
ifdown eth0 OTKNOYUTL MHTEepdelic ethO
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MpopgonxeHue Tabnuubl 6.1

KomaHaa OnucaHue
ifconfig eth0 192.168.1.1 | 3apgaTb uHTepdency ethO IP-agpec 192.168.1.1 n macky nog-
netmask 255.255.255.0 cetun 255.255.255.0

dhclient eth0

BKIIOYUTB Ha nHTepdence ethO pexum nonyyeHus IP-agpeca
y DHCP cepBepa

route —n BbIBECTY NTOKasIbHYO Tabnuuy mapLupyTusaumm
hostname 0TOOPa3nTb UMs KOHTporepa
ping host nponuHroBaTtb host 1 BeIBeCTU pesynbTaT, napameTpsbl:

o

[0}

-C Konuyecmeo - OCTaHOBUTb paboTy nocrne nepeaayu
3a[1aHHOTO Ko/Iu4ecmesa NakeToB;

-S pa3mep — OTNPaBUTb 3afaHHbIN pa3mep GanT B nakeTe
(no ymonuaHwuto: 56, 4To cooTBETCTBYET pa3mepy 64 bai-
Ta nocne go6aeneHus 8 6antos 3aronoska ICMP);

-W 8pemsi — gpemsi (B CekyHAax), N0 UCTEYEHUU KOTOPOro
ping 3aBepLUnT CBOIO paboTy He3aBMCKUMO OT KonnyecTsa
NOCNaHHbIX M NPUHATLIX NaKeTOoB.

traceroute host

TpaccMpoBka MapLUpyTa 0 OnpeferneHHoro xocta

netstat

OTOGpa)KeHMe CTaTUCTUKU CEeTU, NapamMeTpbl

(0]
(0]

0o

o

-r - Tabnvua MapLupyTmsauum

-n - 6e3 paspelleHus |IP agpecoB B MMeHa M CETEBbIX
NMoOpTOB B Ha3BaHWs

-a - COCTOsIHME BCEeX (BO BCEX COCTOSIHWSIX) COEAUHEHWN
Ha noKanbHON MaluvHe

-t - ctatuctuka no npotokony TCP

-u - ctaTucTmka no npotokony UDP

-i - 0TOBPa3nUTb CTaTUCTUKY CETEBBIX MHTEPEENCOB
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KnaBuaTypHble coveTaHus:
e  Ctrl+C — 3aBepLUNTb TEKyLLYyI KOMaHAy;
Ctrl+Z — ocTaHOBUTL TEKyLLYyIO KOMaHAY;
Ctrl+D — 3aBepLUMTb CeaHC CBSA3U, TO e camMoe, YTO U exit;
Ctrl+W — yganutb 04HO CNOBO B TEKyLLEW CTPOKE;
Ctrl+U — yganutb cTpoky.

MonHbIN NepeyeHb KomaHg 1 6onee noapobHyto MHopMaumio 06 UX UCNOMb30BaHUM MOXHO
HalTK Ha cainTe paspaboTtuyumka: https://busybox.net/downloads/BusyBox.html.
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7 TexHu4Yeckoe obcnyxuBaHue

7.1 Tpu BbINOMHEHUN PaboT NO TEXHWYECKOMY OBCMYXMBAHWIO KOHTpOnfepa cnegyeT cobnto-
AaTb Mepbl 6830MacHOCTU, U3NOXeHHble B pasaerne 5.

7.2 TexHU4YecKUn OCMOTP KOHTpOIIepa NpoBOAUTCS OOCNYXMBAKOLLMM NEPCOHANOM He pexe
0[HOro pasa B 6 MecsiLieB U BKMIOYaeT B cebs BbIMOMHEHNE creayoLwyx onepaLmii:

—  OYMCTKY KOpryca 1 pasbeMOB KOHTpoOMepa OT Mbinu, rPsA3n N NOCTOPOHHWX NPEAMETOB;
—  MpOBEepKy KayecTBa kpenneHus koHTponnepa Ha DIN-peiike nnu cteHe;
—  MpOBepKy kayecTBa NOAKMIOYEHNSI BHELLHWX CBSA3EN.

06Hapy>|<eHHb|e npun oCMOTpe HEAOCTaTKN crneayet HeMmeaneHHo yCTpaHUTb.

7.3 3ameHy ANneMeHTa NUTaHua BCTPOEHHbLIX YaCcOB KOHTpoJepa Heobxoanmo npon3sBoauTb
Kaxable 6 neT ¢ MOMEHTa MU3roTOBIEHMS KOHTponnepa mnnu nocnegHen 3ameHbl. Takke aNeMeHT nu-
TaHuA Tpe6yeTc;| 3aMeHUTb B Cliy4yae BblABIIEHUA c6poca BCTPOEHHbIX YaCOB KOHTposepa npu oT-
KNoYeHUn nnTaHuAa.

BHumaHue! 3ameHa anemeHTa nuTaHus npon3BoaAnUTCA B AEMOHTUMPOBAHHOM KOHTpoOnepe npu
06513aTENBbHOM OTKITFOYEHWUUN MUTAHUSI U BCEX EMO CBSA3EN.

MocnepoBaTenbHOCTL BLIMOSIHEHUSI 3aMEHbI ArieMeHTa cnegywuwasa:

1) Ha 3agHel cTeHke KPeCTOBOW OTBEPTKOM OTKPYTUTb 4 Liypyna.

2) Pa3beauHWTb NOMOBMHKM KOpryca KOHTpornepa. Mssneyb nnary.

3) WM3Bneub NCNONb30BaHHbIV ANIEMEHT NMUTaHWS.

4) YcTaHOBWTb HOBbIN 3NieMeEHT NuTaHns Tuna CR1225.

6) Cobpatb kopnyc npubopa. 3akpyTuTb 4 KpensiLumx Wwypyna.

7) Mopxnioyms nuTaHne npubopa, HaCTPOWTL Yackl KOHTPoONepa.

8) BbIkNOYMTL NMUTaHME KOHTpOepa.

9) Yepes Bpems He MeHee 20 cek BKIIOYUTL NUTaHME U NPOBEepUTL paboTy Yacos (Hanpumep,
yepes web-koHduryparop).
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8 Tpeb6oBaHMUA K MAapPKMpPOBKe
Mpy N3roTOBREHUN Ha NPUGOP HAHOCATCA:

— ycrnoBHoe 0603HaveHue npubopa;

— cTeneHb 3awmTbl no FOCT 14254;

— pOof NUTaIOLLEro ToKa W HanNpshkeHWe NUTaHus,

— noTpebnsiemasi MOLLHOCTb;

— KIlacc 3awuTbl OT NopaxeHus anekTpudeckum Tokom no MOCT 12.2.007.0;

— 3aBOJCKOI HOMep NpuGopa v rof Bbinycka;

— CTpaHa-n3roToBuTErb;

— eAVHbI 3HaK obpaLLeHns NPoAYKLUMM Ha PbIHKE rocyAapcTB-4YrieHoB TaMoXeHHOro cotosa
(EAC).

Ha I'IOTpeGVITeJ'leKy}O Tapy HaHOCUTCA:

— ycrnoBHoe 0603HaveHue npubopa;

— CTpaHa- U3roToBuUTeEnb;

— eOVHbIN 3HaK 06paLLEeHWsi NPOAYKLUMM Ha PbiHKE rOCyAapCTB-4reHOB TaMOXEHHOro Coto3a
(EAC);

— 3aBofCKoV HoMep npubopa v rof Bbinycka.

9 YnakoBKa KOHTporssiepa

YnakoBKka KoHTpornepa npoussoautcsa B cootBeTcTBum ¢ FTOCT 23088-80 B nmoTpebutenbckyto
Tapy, BbINOMHEHHYO 13 kopobouHoro kapToHa no FOCT 7933-89.
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10 KomMnnekTHoCTb

KoHTtponnep MNK304 1 wr.
MacnopT n MapaHTUNHBIA TanoH 1 ak3.
PykoBoacTBo no akcnnyataumm 1 k3.
Kabenb ans npowwuskm KC6 1 wr.
KomnakT-gnck ¢ gokymeHtauuen n Mo 1 9K3.

I'Ipwmeqal-wle - WsroToBuTenb octaBnseT 3a cobon npaBoO BHECEHUA [OOMOSHEHNIN B KOMMNEKT-
HOCTb KOHTpoOnnepa.

11 TpaHcnopTupoBaHue U XpaHeHue

11.1 KoHTponnepbl TpaHCNOPTUPYOTCS B 3aKPbITOM TpaHcnopTe ntoboro Buaa. Kpennexue Tapbl
B TPaHCMOPTHbIX CPeAcTBax AOIMKHO NPOM3BOAWTLCA COMNAacHO npasunam, AenCTBYIOLUMM Ha COOT-
BETCTBYIOLLMX BuAAX TpaHcnopTa.

11.2 Ycnosus TpaHCNOPTUPOBaHWNA AOMKHbI COOTBETCTBOBaTh ycnosusim 5 no FOCT 15150-69
npu TemnepaTtype OKpyXaroLlero Bosgyxa oT MuHyc 25 go +70 °C ¢ cobniogeHveMm mep 3aluTbl OoT
yAapoB 1 BUGpauui.

11.3 lNepeBo3ka OCyLLECTBMSETCA B TPAHCMOPTHOWN Tape NOLUTYYHO UMW B KOHTENHepax.

11.4 Ycnowus xpaHeHus B Tape Ha cknaje U3rotoBUTenNs 1 noTpedutenst [OMKHbI COOTBETCTBO-
BaTb ycrnosusiMm 1 no FOCT 15150-69. B Bo3gyxe He AOMMKHbI MPUCYTCTBOBaTL arpeccuBHbIE NpUMe-
cu. KoHTponnepsl crnepyeT XpaHUTb Ha cTennaxax.
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12 lMapaHTUMHbIE 06A3aTeNnbLCTBA

12.1 W3roTtoBuTenb rapaHTMpyeT COOTBETCTBUE KOHTpornepa TpeboBaHuam TY npu cobnoge-
HWW YCINOBWIA SKCMyaTaummn, TPaHCMOPTUPOBaHWS, XPaHEHNS U MOHTaXa.

12.2 MapaHTUHBIN CPOK aKCNyaTaumm — 24 mecsia co AHS MPOAaXM.

12.3 B cny4ae Bbixoga KOHTPONIepa U3 CTPosi B TEYEHWE rapaHTUNHOMO cpoka npu cobnoaeHnm
nonb3oBaTenemM ycrnoBWin 3KchyaTauuu, TPaHCNOPTUPOBaHUS, XPaHEHUst U MOHTaxa npeanpustne
M3roToBUTENbL 06A3yEeTCA OCYLLECTBUTL €ro 6ecnnaTHbIi PEMOHT UMK 3aMeHy.

12.4 Mopsiaok nepegadn KOHTponsepa B PEMOHT CoAepXaTcs B MacropTe 1 B rapaHTUMNHOM TarnoHe.
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MpunoxeHue A. FabapuTHbIe U YCTAaHOBOYHbIE pa3mepbl
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PucyHok A.1 — N'a6aputHble pa3mepsi MNK304
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PucyHok A.2 — PaameTKka Ans yCTaHOBKW Ha LWMUT
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PucyHok A.3 — PacctosiHne po cteHok kopnyca MJIK304 npu moHTaxe ana o6ecnevyeHus
BEHTUNALUMN
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MpunoxeHune b. CxeMbl nogknoYaeMbix Kabenen

8P8C
(RJ45)
— 8 A(Datat)
| 00000000 | gr——"Hb)
1 8
PucyHok B.1 — Ka6enb cBsas3u MNK304 no RS-485 ¢ BHELWHUM yCTPOMCTBOM
8P8C
(RJ45)
— 5 RXD
Q0400800 4 ™D
3 GND
1 8

PucyHok B.2 — Ka6enb cBsaz3u MNK304 no RS-232 ¢ BHEWHUM yCTPOMCTBOM
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PucyHok B.3 — Kabenb KC6 ansa koHconbHoro gocrtyna k Linux

8P8C DBIM
(RJ45) 1 6
) ; 12345
— 3 5 pu -y
4 3
T > |O \m O
1 8 3 1 —
8 6789
8 4

PucyHok B.4 — Kabenb KC12 ons nogkno4YeHUs BHELWHUX YCTPOUCTB ¢ pa3beMom DBIF
no RS-232/RS-485
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MpunoxeHue B. NMopsaaok nporpammupoBaHusa MITK3xx

B.1 YctaHoBka 10 CODESYS, unctannsauus Target-cparinos

B.1.1 YcraHoBka Microsoft NET Framework

CODESYS 3.5 gnsi cBoen pabotbl TpebyeT Hanmuue Microsoft NET Framework ot 3.5 u
crapuwe. [oatomy, npexae Bcero, Heobxoaumo yctaHoBuTb Microsoft NET Framework Ha IK. YcTa-
HOBOYHbIN harin pacnonaraeTcs Ha KOMMNaKT-QMCKe U3 KOMMMeKTa MoCTaBKkW, a Takke AOCTyneH Ha
caunTe www.microsoft.ru.

B.1.2 YctaHoBka MO CODESYS

Mepen nporpammypoBaHnem KoHTponnepa cnegyet ycTaHoBuTb Ha K cnepytowee MO:

- CODESYS 3.5 (pekomeHaoyemasi Bepcus He Huxe 3.5 SP3 Patch 5);

- PENo3nTOpPUI YCTPONCTB 1 BUbnMoTex;

- target-cdpann koHTponnepa.

Onsa yctaHoskm MO CODESYS cnegyeT 3anycTutb nporpammy-uHcTannsatop (damn
Setup_CODESYSVxxxx.exe Ha ANCKE N3 KOMMNIEeKTa NOCTaBKu).

BHumanue! Cpepa nporpammupoBaHns CODESYS 3.5 aBnseTca MHOros3bI4HOW (pyCCKuii
A3blk npucytcTeyeT). lNpy HeobxoauMOCTW A3blK CpeAbl NPOrpamMMUPOBaHUA MOXHO W3MEHUTb B
HacTponkax camon cpeapbl.

BecnnaTtHble obHoBneHns Bepcunn 1O CODESYS pocTynHbl Ha canWTax www.codesys.ru,
WwWWw.codesys.com 1 wWww.owen.ru.

B.1.3 YcTtaHOBKa peno3uTopusi yCTPOUCTB U 6ubnuoTtek

[nsi nonHoueHHow paboTbl cpeabl nporpammupoBaHust CODESYS Heo6xoanMo BbINOMHUTL
YCTaHOBKY peno3nTopusi yCTPOWUCTB 1 nbnunoTtek. [laHHoe nporpaMmmHoe obecrneyeHne ycTaHaBnvea-
€T BCe Bepcum YCTPOUCTB 1 BrubnuoTek, Bxoasiuuve B npeabiaywme sepcun CODESYS.
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Ona  ycTaHOBKM peno3nTtopusi crnegyeT 3anyCcTUTb Mporpammy-vHCTannsTop (dann
«CODESYS Repository Archive Vxxxx.msi» Ha AUCKe 13 KOMMNIEeKTa NoCTaBKu).

B.1.4 Bbi6op paclumpeHHbix HacTpoek CODESYS

Mpu nepeom 3anycke CODESYS npeanoxut Ha BbiGop ABa pexuma HacTtpoek — «CTaH-
napTHeiny n «MNpodeccroHanbHbl» («Standard» u «Professionaly»). Ecnu HyXHbIN pexum He 6bin
BbIOpaH Npu NepBoMm 3anycke, TOo Ans Bblbopa pexunMa HeobxoaMmo 3anTh B MeHI0 «/IHCTPYMEHTbI» |
«Onumn» («Tools» | «Optionsy).

B oTkpbIBLUEMCS AManoroBoM okHe BblbpaTtb NyHKT «CBovicTBay («Features»), HaxaTtb KHoM-
Ky «3apaHHble Habopbl cBovcTB» («Predefined feature sets») n BbibpaTh «lpodeccnoHanbHbI»
(«Professional»).

BHumaHue! [Ins Toro 4toObl M3MEHeHUs BCTyNWnu B cuny, crnefyeT 3akpbiTb cpeay npo-
rpammumpoBaHms CODESYS 1 oTKpbITb 3aHOBO!

B.1.5 UHcTtannsauus Target-cbainos

B Target-chaiinax cogepxuTcs uHpopMaumsi 0 pecypcax KOHTposnsepa (KonmyecTse 1 Tmnax
BXOZO0B W BbIXOAO0B, NHTEP(ENCOB, NaMATH, AOMNONHUTENbBHbBIX YCTPOWCTB U T.4.), C KOTOPbIMK paboTa-
et MO CODESYS. Target-cann «owen_plc304_m01_cds3.5.3.40.devdesc.xml» nocrasnseTcs npo-
n3BoAMTENEeM KOHTponmnepa.

Mms Target-cbanna moxeT He NOMHOCTbIO COBMaAaTh C Ha3BaHWeEM KOHTponnepa. B Ha3sa-
HWUM KOHTpOMnepa NPMMEHSAOTCS NaTuHULA 1 KUpunnuua, a B Ha3BaHuu Target-carina Tonbko natu-
HMua.

Mopsipok uHctannsauuu Target-channo.:

1) Beibopom komaHpabl «[Iyck | Bce nporpammbl | 3S CODESYS | CODESYS | CODESYS
V3.5 xx» — 3anycTutb OT uMeHu agMuHucTpatopa [0 CODESYS;

2) Bblbpatb komaHay «UHCTpymeHTbl | Penosutopuii ycTpoiicTs...» («Tools | Device Re-
pository...») rmaBHoro meHto MO CODESYS;
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3) B oTkpbiBLUEMCA OkHe «Penosutopuii yctponcte» («Device Repository») HaxaTb KHOMKY
«YcTaHoBUTb...» («Install...»);

4) B oTtkpbiBeMcs okHe «Install Device Description» Bbei6paTb nanky «Target-chann»
Ha ONCTPUBYTUBHOM aucke KOHTponnepa, BblGpaTh dpann
«owen_plc304_m01_cds3.5.3.40.devdesc.xml» 1 HaxaTb KHOMKY « OTKpPbITbY».

B.1.6 UHcTannsauua 6ubnuotek B CODESYS

Mopsigok uHcTannsauumn GuGnNuoTek:

1) Bbibopom komaHabl «[Iyck | Bce nporpammbl | 3S CODESYS | CODESYS | CODESYS
V3.5 xx» — 3anycTuTb oT uMeHu agmuHuctpartopa O CODESYS;

2) Bblbpatb komaHay «WHcTpymeHTbl | MeHemxkep nakeToB...» («Tools | Package
Manager...») rmasHoro meHto NO CODESYS;

3) B oTtkpbiBwemcs okHe «MeHedxep naketoB» («Package Manager») HaxaTb KHOMKY
«YcTaHoBUTL...» («Install...»);

4) B oTKpbIBLLUEMCSI AMANOroBOM OKHe BblGpaTh hain ¢ paclumpeHveM .package Heobxoau-
MoV 6MbnunoTekn, pacnonoxeHHbli B nanke «bubnuotekn CODESYS» Ha AUCTPUOYTMBHOM Aucke
KOHTponrepa, 1 HaxaTb KHOMKy «OTKpbITb» («Openy);

5) B ananoroBom okHe «YcTaHoBKa» BblbpaTb NyHKT «[MonHas yctaHoBka» M HaxaTb «Next»
— MO 3aBEPLUEHMNIO YCTAaHOBKM HaxaTb «Finishy;

6) 3aKpbITb OKHO, HaXXaB KHOMKY «3akpbiTb» («Close»).

B.2 Co3paHue npoekTa. MpuMepbl co3aaHus NoNb30BaTeNbLCKON NPOrpaMmbl

B.2.1 Nopsinok nporpammMupoBaHUsl KOHTponnepa

Mocne yctaHoBku MO CODESYS Ha K MoXHO npucTynatb K NpOrpamMMMpPOBaHUIO KOH-
Tponnepa, T.e. CO34aHunn AN Hero Nonb3oBaTenbCKon nporpammel. [NporpammmnpoBaTte MOXHO Mocrne
MOHTa)a KOHTposnnepa Ha o6bekTe, OAHaKo peKOMeHAYeTCs 3TO AenaTh A0 onepaumin Mo MOHTaxXy.
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Mopsipok nporpaMMupoBaHUs KOHTposnepa:

1) 3anyctutb cpeay nporpammupoBaHus CODESYS 3.5;

2) CosgaTb B cpefe nporpaMMypoBaHus NPOeKT (co3gaTh MONb30BaTENbCKY Nporpammy)
UM OTpeAaKTUpPoBaTb paHee Co3AaHHbIVi MPOEKT;

3) YcTaHoBuTb CcBA3b C KOHTpornepoM. Npu yctaHoske cBA3n MO CODESYS aBtomatnye-
CKV CKOMMNUNMPYET NPOEKT U NPEATIOKMUT 3arpy3nTb CKOMNUNMPOBAHHBIN KOA B NaMSATb KOHTPONepa;

4) 3anycTuTb BbIMOSIHEHME MONb30BaTENbLCKON NPOrpamMmmbl 1 NPOBEPUTL ee paboTy;

5) Ons nocrneaytower aBTOMaTUYeCKOW 3arpyskm 3TON MPOrpammbl MPY BKITHOYEHWN KOH-
Tponnepa HeobxoamMmo BbibpaTh onuutio «OHnaH | Co3gaTh 3arpy3oyHoe npunoxeHue» («Online |
Create boot application») B okHe cpeabl NporpaMmmMyMpoBaHus;

6) YkasaHHble onepaumy MOryT ObITb BbINOMHEHbI MHOTOKPaTHO B NpoLecce OTNagKu nosib-
30BaTenbCKON NPorpamMbl KOHTpornepa.

B.2.2 Bbibop TMNa npoekTa, KOHTpoOnepa 1 sA3blka NPorpaMMnpoBaHus

[ins co3paHns HOBOTO NpoekTa criegyeT:

1) B MO CODESYS Bbi6paTb komaHay «®ainn | Hoebii npoekT...» («File | New Project...»)
rNaBHOrO MEHIO0 UMW HaXxxaTb KHOMKy «HoBbIv npoekT...» («New Project...») naHenu MHCTPyMeEHTOB;

2) B otkpbiBemcsi okHe «HoBbii npoekT» («New Project») (cM. pucyHok B.1) — Bbibpath
BapuaHT «CTaHgapTHbI NpoekT» («Standard Project»). B aToM e okHe — 3aAaTh UMs 1 pa3melleHre
davina nNpoekTa;

3) HaxaTb kHomky «OK»;

4) B oTkpbiBweMcst okHe «CTaHaapTHbI npoekT» («Standard Project») (cMm. pucyHok B.2) —
ykasaTb B rnorne «Ycrtponctso» («Device») Tun ycTpoiictea (cnepyet BoibpaTe «Owen PLC304 [M01]
(Owen)») u, B none «PLC_PRG Ha», — TpebyeMblIli S3blK NPOrpaMMUpOBaHUs A5 HAanMcaHus nonb-
30BaTeNbCKON Nporpammbl;

5) B 3aBUCMMOCTM OT BbIBPAHHOIO A3blka NPOrpaMMUPOBaHUSI, OTKPOETCS OKHO, B KOTOPOM
3anvcbiBaeTcsl NporpamMmma, UCMomnHsemMasi KOHTPONEPOM.
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rﬂ% HoBwiit npoexT

LWabnotb:

L 3
MycToit
MpOEKT

Kateropmm:
{3 BuBnuoTekun
{1 MpoexTel

CTaHaapTHEI [RERTE =T

e
npoexT CA...

MPOEKT, COASMELLMIA 0AHO YCTPORCTED, 0AHO MPUNOHKEHWE W NYCTYIO peanusawo ana PLC_PRG

Hma: test

Pacnonomenme: C:\Owen

v ]

Ok |[ OTtmeHa ]

PucyHok B.1 — OkHo «HoBbI npoekT» («New Project»)
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' Y
CTaHAapTHLIA NPOEKT @

Bbl cobupaeTeck COZ0aTh HOBLIM CTARAAPTHLIFA NpoekT. Mpwu 3ToM GyayT cozaarsl
- I Cneayowme oBbeKTh:
1
- 0gHo NPOrpaMMUPYEMo e YCTPORCTED, KaK 3303H0 HIKE
- Mporpamma PLC_PRG Ha Asblke, BLIDpaHHOM Himse
- Uuknuyeckan 3anada, enissbigaowan PLC_PRG
- CChiNKa Ha HOBERWYH YCTAHOENEHHYO Bep o OwdnkoTekn Standard library.

YcrpoicTeo: ’Owen PLC304 [M01] (Owen) v]

PLC_PRG Ha: [CprK‘rypuposaHHmﬁ TekcT (5T) ']

PucyHok B.2 — OkHo «CtaHAapTHbIN npoekT» («Standard Project»)

B.2.3 HanucaHue nporpammsbi

MpocTeniwen nporpammon Ha A3bike ST ABNSETCA CUMBON «;». TakoW nNporpaMmmbl AoCTa-
TOYHO 1151 IPOBEPKU CBS3U C KOHTPOIIIIEPOM.

Mpumepsbl Nnporpamm Ha A3bikax FBD (Function Block Diagram), LD (Ladder Diagram) n ST
(Structured Text), KOTOpble MOXHO MCNOMb30BaThb AN NPOBEPKM CBA3WN C KOHTPONNEPOM, NpusBeaeHbl
Ha pucyHke B.3.
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l a_

TRUE* AND| . [y~ a=TRUE

TRUE T
a) ) B)

PucyHok B.3 — MNpumepbl nporpamm Ha sizbikax FBD (a), LD (6) u ST (B)

Mpu HanucaHum M6GOro 13 NPMMEpPOB NporpamMm, NpPeAcTaBeHHbIX Ha pucyHke B.3, byaet
BbI3BAHO OKHO «ABTOOGbBsIBNEHUe» («Auto Declare»), npeaHasHayeHHOe ANt onucaHusi NepemMeHHON
«a» (CM. pucyHok B.4): o6baBneHns nepemeHHoO 1 3agaHns ee Tuna.

AsToobbaBneHne

Knacc: Wrmnz

[\'IAR v] a INT -
OfmekT: Hay. sHauerue: Anpec:

[PLC_PRG [Application] - [

$naru: KommexTapuit:
[ consTaNT

[C|rETAIN

[C] PERSISTENT -

o] [omes |

PucyHok B.4 — OkHo «ABTOOG6BbABNEHue» («Auto Declare»)
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B.2.4 NopknioyeHne 6ubnmoTek

[ns nopknioveHus Tpebyemon GmbnuoTeku cnedyeT ABaXAbl LUENKHYTb JIEBOW KHOMKOW
MbILlwK Ha cTpoke «MeHemxep bubnunotek» («Library Manager») nepeBa npoekta (pucyHok B.5).

BHumaHue! [Ins Toro ytobbl fobaBuTb GMBNMOTEKY B NPOEKT, ee nepBoHayanbHO Heobxo-
anmo nHctannupoatb B CODESYS, kak aTo onncaHo B pasgene B.1.6.

YCTpoWcTES -~ 0 X
=5 test B3
=~ @ Device (Owen PLC304 [MO1])
=&l Plc Logic
=1L} Application

ﬁ] MeHea#ep DubnuoTex
PLC_PRG (PRG)
= @ KoHdurypawsa zanaqy
= @ MainTask
& pLC_PRG
& Owen:Internal

PucyHok B.5 — [lepeBo npoekTa

B oTkpbiBwelica Bknagke crnvcka 6ubnuotek (pucyHok B.6) moxHo fobaBuTb HOBYHO G1G-
nuoTeky, BblbpaB komaHay «[Jo6aBuTb GubnmoTteky...» («Add Library...») KOHTEKCTHOrO MEHIO Unu
HaxaB ccblnky «[JobaBnTb GubnmoTteky» («Add Library») Ha naHenu.
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/i PLC_PRG m Menempuep bubnwotex X

%5 JobasnTe Gnbnnotexy 3 Yaanute Bubanoteky |57 Ceoiictea 3 Jdetanm | 5] 3anonkwrenn mpenoamopnﬁ BuBnnoTtek

JononnutensHoe nma  [JefcTByHOLWLAA BEPCUA
3.5.5.0

Vna
Standard = Standard, 3.5.5.0 (System) Standard
+ IoStandard, 3.5.1.0 (Sy IoStandard 3.5.1.0

NobaenTs BubnuoTeky. ..

MonLITaTeCA NepesarpysuTe GubnuoTexy

CBoiicTEa. ..

PucyHok B.6 — Cnucok 6ubnuotek

B nosiBuBliemMcst okHe «BubnvoTteka» («Library») HaxaTb kHOMKY «[dONONHWUTENBHO...» (pu-
cyHok B.7). B none «Komnanwus» BblbpaTbh «Bce koMnaHumM» u B OTKpbIBLUEMCS crnvcke Gubnuvotek

BblbpaTb Heobxoanmyto.
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p
m Bubnuotexa

BeequTe CTPOKY ANA NOMHOTEKCTOB0ro NOMCKAE BO BCEX GubnMoTexax...

BubnMoTeKa | 3anonHuTens

Komnakua: [{Bce KOMMaHM)

+0 Network 3
+0 owenModemlib ~ OMEV
+0 OwenNet OBV
@ owen_modem  OWEV

+0 PCFoundationFramework 27
0 Plc Services 5 7
+ Recipe Management
@0 Rsmodelibrary )

+0 Rts ServiceHandler
1 | 1 |

[C] rpynnupoeate no kaTeropuam OTofpaxate Bce Bepovm {TONBKO ANA SKCNEPTOE)

[etanu ’ PenosmTopuii BubnmoTek.. . ] oK

PucyHok B.7 — Bbi6op 61MGnuoTeku ans Ao6aBneHns B NPOEKT

Monb3oBaTenbckas nporpaMMa AormkHa 6biTb cozgaHa B O CODESYS Ha ogHom m3 fo-
CTYMHbIX S3bIKOB NpOrpamMmMupoBaHusi. Monb3oBaTenbckas nporpaMma MOXeT COCTOSITb M3 OAHOMO N
HeCKOmnbKuX nporpaMmHbIx 6riokos (POU), rmaBHas nporpamma gormkHa HasbiBatecs PLC_PRG.
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Moapo6Hee 0 A3blkax NPOrPaMMUPOBaHUS M O CO3A4aHMM NOSIb30BATENbCKUX MPOrPamMm CM.
OOKyMeHTaumio no pabote ¢ nporpaMmHbiM obecneveHmem CODESYS, npuBeneHHyto Ha KOMNakT-
[VCKe, BXOASLLEM B KOMMIEKT NOCTaBKM.

B.2.5 Hymepauus nocnegoBaTtenbHbIX NOPTOB

Mpu HacTpolike uHTepdeicoB RS-232/RS-485 B CODESYS HeobxoanMo ykasbiBaTb HOMe-
pa noptoB. ObpaTuTe BHUMaHWe, HyMepauus PU3nNYecknx NOpToB, yKasaHHbIX Ha kopnyce npubopa,
He coenadaem c Hymepauuen noptoB B cpege CODESYS. CooTBETCTBME MEXOY HOMEpPaMK NOPTOB
Ha kopnyce MJ1IK304 n B8 CODESYS npuBeaeHo B Tabnuue B.1.

Ta6nuua B.1

MNJ1K304

P1 P2 P3 P4

Homep nopta B CODESYS 2 3 4 5

B.3 YcTaHOBKa CBsi3U C KOHTPONIepom

B.3.1 HacTpoiika ceTeBOro noaknto4eHus
Mpu nepom nogkntodeHnmn MNK304 k MK HeobxoanMmo HacTpouTb CETEBYHO KapTy KOMMbIO-
Tepa Ha ofHy CeTb C KOHTpornnepom. [ns sToro HeoGXoAMMO NoAkMoYMTbL KoHTpornep k MK no

Ethernet, OTKpbITb OKHO CeTeBbIX MOAKMIOYEHWUIA N HAlTK B CMIKCKE HOBOE CeTeBOe MOAKIMIYEHNe No
nokanbHomn cetu (pucyHok B.8).
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@Uv|ﬁ': <« Cetb., b CeTeEbIE M. P

¥nopagounte ¥

I_" VMware Network Adapter VMinetl
HeonosHanHana ceTs
* WMware Virtual Ethernet Adapter ...

MoAKNHOYEHNE MO NOKANBHO CETH
¥ yar.owen
i - o

i~ Realtek PCle GBE Family Controller

Otknrouenne ceTesoro ycrpoiictea .

VMware Metwork Adapter VMnetd
% _ HeonosHanHas cete
& VMware Virtual Ethernet Adapter ...

-

K.

L". MogknoYeHne No NOKaNsHOA CETH

h-“"”’:"f z T
G- Heonoi M Omentounts
Cocroanmne
Anartoctuka

'fgf' Hacrpoiika mocTa

Cozaate Apneik
Yaanute

Mepenmenoeate

CeoiicTea

PucyHok B.8 - OkHo «CeTeBble NOAKIIOYEHUS»

HeobxoamMMo BblAENUTbL AaHHOE MOAKIHOYEHNE U LLENYKOM NPaBOi KHOMKOW MbILM Bbi3BaTb
KOHTEKCTHOE MEHI0, B KOTOPOM BbIGpaTh NyHKT «CBoicTBa». B cBoCcTBaX NoAkntoyYeHns Heo6xoammo
CHATb ranoyvky Co BCeX KOMMoHeHToB, kpome TCP/IPv4 (pucyHok B.9).
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' ™
@ n no W cetn 2 - # ﬁ
Cem | Ooctyn

MoaknioyeHne yepes:

l_-?‘ D-Link DGE-528T Gigabit Ethemet Adapter

CmMeyeHHEIE KOMMNOHEHTEI WCNONB3YIOTCA 3TUM NOOKNIOYEHWEM

[ 9% Knwert ana ceTein Microsoft

[ = yMware Bridge Protocol

O .Q Mnannposiwmk nakeTos Qo5

O gﬁnyxﬁa AocTyna K hainam v npuHTepam cetel Micro...
[ -& MpoTokon Whrepreta sepcn 6 (TCP/IPE)

B 20T0k0n VhreprieTa aepcin 4 (TCP/IPvA) |

[ i Opaitsep B/& Tononora KaHaNsHoro ypoEHA

[ - DTBeTIK 0BHAPYXEHMA TONONIONMM KSHANBHOTO YPOBHA

YeTaHOBMTE... Yoanuts CeoitcTea

Onmcarme

MpoTowkon TCP/IP - cTaHaapTHeli npoTokan rnofansHee
CceTeil, 0BecneuMBaIWMA CEBRSE MEXIY PASIMYHEIMM
E33MMOABACTEYIOWWMK CETAMA.

OK ][ Ommena ]

L5 o

PucyHok B.9 - CBoMicTBa NIOKanbHOro nogkno4YeHus
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Cnepytolumm 3Tanom HeobXoauMO BbINOMHUTL HAcTporiky npotokona TCP/IPv4. [ns atoro
HeobXoaMMO BbIAENUTb COOTBETCTBYHOLLMIA KOMIMOHEHT U HaXaTb KHoMKy «CBorcTBa». 1o ymonyaHuio
BCe HacTpowikv ByayT BbiCTaBrneHbl Ha aBTomatnyeckre. Heobxoammo BeibpaTh NyHKT «Mcnonb3oBaTb
cneayowmn IP-agpec». Janee, HeobxoanMo 3aaTb HACTPOWKY MOAKIOYEHMS crieayowymM obpasom
(pucyHok B.10):

1) IP—agpec: MmoxHo 3agaTb niobow M3 gvanasoHa |IP-agpecoB noacetu KoHTponnepa (no
ymonuanuto MNK304 nveert IP-agpec 10.0.6.10);

2) Macka nogceTu: pekomeHayeTCcs 3afaBaTb MacKy, aHanormyHyto yctaHosrneHHon B MJ1K
(no ymonuyaHwuio 255.255.0.0);

3) OcHOBHO LUMO3: PEKOMEHAYETCS OCTaBUTb MyCThIM.
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-

-
Ceoiicrea: MpoTokon MHTepHeTa sepcun 4 (TCPfIPwd) ug

Ofuye

MapameTpe! IP MOrYT HA3HAYSTECA SETOMATHUECKM, BCTM CeTh
MOAASPHMESET 3TY BOEMOKHOCTE. B MPOTHEHOM Cnyyse NapaMeTpel
IP MOHD NOMYHMTE ¥ CETES0M0 3AMWHWCTPETOPA,

() MNomyunTe IP-aapec aBTOMATUYECKH

(@) McnonbsoBaTe cneayrowmi IP-anpec:
IP-anpec: ow. 0.6 .15
Macka nogceT: 255 .255. 0 . 0

CCHOBHON WNHo3:

MonyurTe aapec DNS-Cepeepa aBTOMaTHHEM
(@) Wnonesosate cneayowme anpeca DNS-cepsepos:

MpeanounTaemsii DNS-cepeep:

ANETEPHETHBHEI DNS-cepeep:

[ MoaTeepamTs napameTpe npu Beixoae LononHuTEnbHO. ..

[ OK ][ OTMeHa ]

" J

PucyHok B.10 - OkHo HacTpoek npoTtokona TCP/IPv4
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[anee HeobxoamMmo HaxaTb kHomnky «OK» 1 3akpbiTb OKHO HacTpoek. UTobbl npoBepuThb,
YTO BCE HACTPOMKM Obinn BBeAEHb! koppekTHO, 1 MK ¢ MJIK304 HaxoaaTcs B OQHOM CETU, MOXHO Bbl-
nonHuTe komaHgy PING. [ns aToro HykHo HaxaTb coyeTaHue knasuw «WIN+R», nnbo BbINONHUTH
komaHgy «[YCK | Bce nporpammbl | CTaHgapTHble | BbinonHWTb». B OTKPbIBLUEMCSI OKHE BBECTU KO-
maHgy CMD u HaxaTb «OK» (pucyHok B.11).
-

.
= BLINONHWTBL (S5

= BeeguTe Mma nporpammel, Nanky, A0KyMEHTa WAW pECYpCa
WHTepHeTa, koTopsie TpeBYETCA OTKPLITE.

Orkperms: | cmd -

) 370 3aganve ByaeT cozgaHe ¢ npasamu aaMWHWCTRaTOpa

ok || omena || 06sop..

PucyHok B.11 - OkHO «BbIinonHutb»
3anyctutca komaHgHas ctpoka Windows. B Heli HeobxoaMmo BBECTU KOMaHAY:
ping <IP-agpec MJK304>

Hanpumep: «ping 10.0.6.10». Ecnn cBA3b C KOHTPONNEPOM HacTpoOeHa KOPPEKTHO, TO KO-
maHga PING BbIMOMHWT YeTbipe 3anpoca 1 B KOHLIe BblAacT cTaTucTuky. Ecnv Bce 3anpochl BbINonHe-
Hbl, TO CBSI3b HACTPOEHa KOPPEKTHO (pUCyHOK B.12).
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EX Agmuuncrpatop: C:\Windows \system32\cmd.exe |£I&J

Microsoft Windows [Version 6.1.76011]
{c? Kopnopauua Masvkpocoor (Microsoft Corp.>. 2009. Bce npaea 3JawMWEHH.

iC:~Users~e.bagaev?ping 10.0.6.10

naketamd ¢ 10.0.6.10 no ¢ 32 sadTamMH NAHHBX:
ot 10.0.6.10: uucao sant=32 Bpena<inc TTL=64
or 10.0.6.1 yucao 6auT=32 epemad<linc TTL=64
or 10.0.6.1 yucao 6auT=32 epemad<linc TTL=64
ot 10.0.6.10: uyucao eant=32 Bpenaiinc TTL=6b4

CratucTuka Ping pan 10.0.6.10:
NakeTos: ornpasaeHo = 4, noayueHo 4, notepavo = 0
{0x noTepel
MpHEAMZIUTEABHOE BPEMA NPHEMA—MEPELAYH Me =
MuHuMaabHoe = Omcek,. MakcumasabHoe = 0 wWcek,. CpenHee = 0 Mcek

IC:~Usersse.bagaev’>

PucyHok B.12 - KomaHgHas ctpoka Windows

Ecnun MNJIK He oTBeyaeT Ha 3anpockl, TO HEOOXOAMMO NPOBEPUTL HACTPOWKY CETEBLIX Napa-
MeTpOB caMoro koHTponnepa (cm. MNpunoxeHue M) U NpoTecTMpoBaTh CoeauHEHNe NOBTOPHO.

B.3.2 YcTtaHoBKa cBAi3u ¢ KOHTponnepom B cpeae CODESYS

CBA3b C KOHTpONNepoM ocyllectensieTcss no uHtepdency Ethernet. Hactpoutb ceteBble
HaCTPOMKN KOHTpOIepa MoxHo Yepes nporpammy «Web-koHdurypaTtop» (cMm. Mpunoxenue ).
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[Mocne ycnewHon HaCTPOWKN KOHTpOnepa Ha CBOK CeTb crneayeT BbINOMHUTL crieaylowime
AecTBUA: B AepeBe NpoekTa ABOMHbLIM LLEMYKOM NEBOWN KHOMKON MbILLM LENKHYTb Ha cTpoke «Device
(Owen PLC304 [M01])» (pucyHok B.13).

YCTPOWCTES » 0 X

=5 test (=]

- ¥ |Device (Owen PLC304 MO1])
= @1] Plc Logic
=-{C} Application

ﬁ] Menenxep BubnnoTer
PLC_PRG (PRG)
= @ KoHUrypawA sanaq
= @ MainTask
& pLC_PRG
2 Owen:Internal

PucyHok B.13 - [lepeBo npoekTa
OTKpbITb BKNaAKy «YCTaHOBKM COeaMHeHUsA» (pucyHok B.14).
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m MeHenwep BubnmoTek PLC_PRG m Device X

| @ VHboprawma | HypHan | Daiins ||‘Ip|4nmerwq | ¥CTEHOBKM CORANHERNA | YoTaHosKu MK | Monk30BaTeny v rpynns | Mpasa gocTyna | CocTosHMe

Scan network...  Gateway = Device -

Gateway

Gateway-1 - E-BAGAEV-NEW -

IP-Address:
localhost

Portz
1217

PucyHok B.14 - HacTpoiika cBAi3u C yCTPOMNCTBOM
Mo ymonuaHuio B wnto3e cesa3nm CODESYS «Gateway-1» ckaHupyembin IP-agpec 3agaH
«localhost», 4To O3Ha4YaeT MOUCK BCex AOCTYMHbIX YCTPOMCTB B nokanbHow cetu MK ¢ yyetom IP-
agpeca M Mackvi nofaceTw, ycTaHoBneHHbix B n. B.3.1 (pucyHok B.15). [ins Hayana ckaHMpoBaHWs
HaxaTtb «Scan network...».
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Buibop ycrpoiicrea

BribepHTe CETEBOR MyTE K KOHTPOMNEPY:
= .-;1. Gateway-1 HWma ycT poiicTBa:
plc304
[f) [plc304 [D000.0604] |

El plc304melkikh [0000.060F.A000.0BDE] A pec ycTpoiicTBa:
0000.060A

Hma Taprerta:
PLC3x

Bepous Taprerta:
3.5.3.0

ID Tapreva:
1628 0001

Tun Taprera:
4096

MponsBoguTEND
Tapreta:
Owen

PucyHok B.15 - locTtynHble B nokanbHon cetu MK koHTponnepb!

B cnyyae ecnu ckaHupoBaHve Bceit ceTu He TpeGyeTcs M 3apaHee u3BecTeH IP-agpec
MIK, To MoxHO co3gaTe Apyron w3 ceasu Gateway c ykasaHHbIM |IP-agpecom koHTponnepa. [Ans
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3TOro Ha BKragke «YCTaHOBKW COeAMHEHUs» BbIMONHUTL kKoMaHay «Gateway | Add new gateway...».
B nosiBMBLUEMCS OkHe 3agaTh uUMs Wwno3a n IP-agpec koHTponnepa (pucyHok B.16).

I ~
Gateway Lé]
1AMz Gateway-3
Apaiisep: [1cp/IP -]

IP-Address 10.0.6.10
Port 1217

37a ycraHoeka 'TP-Address’ MoxeT GbiTe MCNONB30EAHA ANA 3383HkA IP-
aapeca anA gatev.'ay‘ 3To MoxeT biTh NOMNEZHO, E0NM Bbl XOTHTE

NOAKAKMMTBECR K YASNEHHOMY dateway, SanyllesHoMy Ha apyrom MK wn
yCTpOMCTEE.

Ok ][ OTMeHa ]

L

A

PucyHok B.16 - Co3aaHue HoBoro wnto3a cBsa3u Gateway
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HaxaTb «OK» 1 B KayecTBe akTMBHOrO BblGpaTh TOMBbKO YTO CO3A4aHHbIN Wnto3. MNpockaHu-
poBaTb CeTb M B CNNCKE HalAeHHbIX YCTPONCTB BbibpaTthb [M/1K304, wenkHyB no Hemy ABaxabl NEBON
KnasuLen Mbllwn. B cnyyae ycnewHoro BbiMOMHEHNs AaHHbIX OnepaLmii OKHO «YCTaHOBKM coeaunHe-
HUSI» MPUMET creayoLwmnin Bug (pucyHok B.17).

i) Merenxep Gubmiorer PLC_PRG [{] Device %

@ | Kyprian | wadine: | Mpunoxerus | Verarosiw coenmrernts | yeranosin MK | Monssosaremu rpynne | Mpasa aocryna | Cocroseme

[Scan netwark... | Gateway - | Device +

Gateviay
Gateway-3 - [0000.080A] (arcrus.) -

1P-Address: Uma yerpoiicrea:
10.0.6.10 plc304

Port: Agpec yerpoiicrea:
1217 0000.0604

ID Tapreta:
1628 0001

T Taprera:
4086

MpouseoauTens Tapreta:
Quien

BepcraTapreTa:
3.53.0

PucyHok B.17 - OkHO «YCTaHOBKM COeQUHEHUNA»

Mocne aTOro MOXHO 3anvBaTb CO3AAHHYIO MONb30BATENbCKYIO MPOrpaMmy B KOHTPOMIep.
[Ina atoro crnegyeT BbINOMHUTL kKoMaHAy «OHnanH | JlormH» («Online | Login»). B oTBeT Ha 3anpoc o
3arpyske HOBEWLLEro koda W 3ameHbl CYLLECTBYIOLLErO NPUMOXEHUs crnegyeT otBeTUTb «[Jax. Mocne
3TOro Kof npunoxeHuns GyaeT CKOMNUIMPOBaH W, NMPWU YCMELHOW Komnunsuum, 3anucaH Bo flash-
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namsTb KOHTpornnepa. Ans Toro 4Ytobbl 3anycTUTb NONb30BATENbCKYD Nporpammy criedyet Bbinosl-
HWUTb komaHay «OTnagka | CtapT» («Debug | Start»). Onsa Toro, 4to6bl NpU BKMHOYEHWUN KOHTpONIepa
npoMcxoansl aBTOMaTUYECKUA 3anyck Monb3oBaTerlbCkoN NporpaMmbl CriegyeT BbINOMHUTE KOMaHay
«OHnanH | Co3gatb 3arpysovHoe npunoxeHue» («Online | Create boot application») (pucyHok B.18).

OHnaiH | OTnagka  MHcTpyMeHTel  OkHo  Cnpaeka

NoruH Alt+F8

'."45 OTHIoHeHre Cirl+F8

Co34aTe 3arpy304HOE NPUACHEHWE

Jarpyska
OHNEIH-M3MEHEHNE

3&rpy3Ka MCXOAHOMD KOAA Ha NoACoeaMHEHHOE YCTPORCTED
MHOMECTBEHHEA 3arpy3Ka.. .,

Chpoc
CHpoC XonoaHsIA

Chpoc saBoackoi

3MYNALMA
BesonacHocTE 3
Operating Mode 3

PucyHok B.18 - Co3gaHue 3arpy3o4Horo npunoxeHus
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MpunoxeHune I'. OnnucaHne komnoHeHTa «\Web-koHdurypaTop»

.1 BBegeHne

Mporpamma npegHa3HadeHa ans HacTpounku cetu Ethernet n yacos peanbHoOro BpemeHu B
KoHTponnepe. Web-koHdurypaTtop obecneunBaet paboTty no npotokony HTTP yepes cTtaHOapTHbINA
Opay3ep nonb3oBaTens.

.2 OnucaHue pa6oThbl

MopkntoyeHne K KOHTpOnnepy AOMKHO ocyluecTBnsTbes No Ethernet. O6palyeHue k koHpU-
rypaTopy AOSIKHO OCYLLeCTBNATbCA NO agpecy «http://XXX. XXX.XXX.XXX», A8 «XXX.XXX.XXX.XXX» — |P-
agpec KoHTponnepa (no ymonyaHuio — 10.0.6.10). Mpu HavanbHOM oGpalleHUM K KOHTpOnnepy B
Opay3epe OTKpbIBaeTCs OKHO BBOAA foruHa v napons. Ons Bxoga B Web-koHdurypatop cneayet
BBECTU:

JloruH (login): www-data

Maponb (password): 54321

.3 Bknagka [lata/Bpems

[ns npocmMoTpa 1 N3MEHEHUs 3HAYEHUs] YacoB pearnbHoro Bpemenu (Bpems n lata) Heo6-
XoOMMO OTKpbITb Bknagky «[ata/Bpemsi» Web-koHdpurypatopa (cm. pucyHok [.1). Ecnu kHonka
Bkn/Bbikn HaxoauTcst B nonoxeHun «Bbikn», To B nonsax Bpems/aata otobpaxaeTcs Tekyllee Bpems
MNK. YctaHoBka nonoxenusi «Bkn» GrnokupyeT xof 4YacoB B web-6paysepe Ans py4yHOW yCTaHOBKM
BpemeHw/aaTsl. Mpu HaxaTum kHonkun «OK» B MNJIK 6yaet npounsBefeHa 3anncb BpemeHw/aathbl; ecnm
ycTaHoBreHa ranka «CuHxpoHusuposaTb ¢ PC», To npu HaxaTtum kHonkn «OK» ByaeT npovsseaeHa
3anuck BpemeHu 1 aatbl u3 MK, B npoTnBHOM cnyyae 6yaeT npov3BedeHa 3anucb 3HaYeHUN, yKasaH-
HbIX B COOTBETCTBYIOLLMX NOMSAX.
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Nata/Bpema

Cets

EBescnacHoc T

Onumn MINK

YIunute

Hactponku MNMJIK 304

DaTtalspems
Bpema (yu:mm:cc) 15 - (50 - 120 Bhikn.
DNara (na/mmirrrr) 19 V2 2016
Cunxponuanpoeats ¢ PC
Yacosoii noac MK GTM+0
Yacosoii noac PC GTM+3

CEepuTE Bpema

PucyHok .1 - HacTpoiika patbl  BpemeHu

I'.4 Bknagka CeTb

I.4.1 OcHoBHOE

ver. 1.10.14

CK

B onuusix gns HacTpouku ceTu B aderke «Mmsa xoctay» cnegyet ykasatb ums IMIK (nog atum
nmeHeM MNJTK ByaeT ykasaH npu ckaHnpoBaHum cetu B cpefe CODESYS, cm. pucyHok IM.2). Cneagyet
YYeCTb, YTO UMSI MOXKET CoaepXKaTh TONMbKO NAaTUHCKME BYKBbI, LUAPBI U 3HAK «_».

[anee MOXHO yka3aTb ucrnonb3oBaHue npoTtokona DHCP — 3To no3BonMT aBTOMaTUYeCcKu
(8 cnyyae Hanvuma DHCP cepsepa) Bbigenuts MK IP-agpec. Ecnn B cetn HeT DHCP cepsepa, 1o
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crnepnyeT ykasaTb NpaBuUiibHble HAaCTPOMKM CETU B COOTBETCTBUM C PEKOMEHAALIMSIMU CETEBOIO agMu-
HuctpaTopa. MNoapobHee o nogknoyeHun k MJIK304 cm. nogpasgen B.3.

MpumeyaHune — Ecnu nopt Ethernet HacTpoeH Ha nony4veHne ceTeBbix HacTpoek oT DHCP
cepBepa, To, npu BkntoveHun MNJIK304 6e3 ceTeBoro kabens, nporpaMMa He Ha4YMHaET BbINOMHATLCS
[0 TOro MOMeHTa, NMoka He ByfeT BCTaBneH ceTeBol Kabernb, M KOHTPONEP He MOMNyyYnuT OT cepBepa
ceTeBble HacTpouki. Ecnn ecTb BeposdTHOCTb Henony4veHus HacTpoek ot DHCP cepsepa, cnepyet
ucnonb3oBaTb crtatudeckuii IP agpec, B npotuBHoMm cnyyae B MK He Bynet 3arpyxaTbcs cpefa
CODESYS. To ecTb, He ByaeT BbINONHATLCS NporpaMMa nonb3oBaTens, a Takke 6yaeT HeBO3MOXHO
noaknioyeHve k cpege CODESYS gns nepenporpaMmmMmpoBaHust KOHTpornepa!
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HacTtpouku MNJIK 304

ver. 1.10.14
Kontpone
OcuosHoe GPRS VPN DDNS Hanuwuua
Dara/Bpema CeTH
CeTh CeTeBble HacTpolku - OcHoOBHOe
BesonachocTe WMma xeocTa * plc304
Onuwu MMK DHCP JIE] Het ®
YTunuTs IP-agpec * 10 o 6 10
IP-macka * 255 . 255 -0 -0
Apnpec wnw3a * 10 -0
DNS1 10 .o
DNS2 10 -0
OK || Copoc

PucyHok I".2 - OKHO OCHOBHbIX CeTEBbIX HACTPOEK
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4.2 Pa6ota c GPRS

[nsi HacTpovikn napametpoB ces3u MK ¢ ceTbio Yyepe3 GSM/GPRS-mMoaem Haao BbIGpaTh NOAMYHKT
«CeTb | GPRS». B okHe (cm. pucyHok [1.4) npeactasneH cnncok npodunent. Mo ymonyaHuio 3agaHo 4 npo-
una ans onepaTopoB COTOBOW CBS3W — TPU POCCUMCKMX, OOWH YKPaUHCKUNA. PeaakTtvpoBaHve cnncka npo-
domnen MOXHO BbINOMHATb, UCTONb3ys «[Ao6aBUTbY, «yAanuTby. (CM. pUcyHokK I.3).

HacTtpouku MNJIK 304

ver.1.10.14
KonTpons
OchosHoe GPRS VPN DDONS Hanuuua
Nata/Bpema CETH
CeTh CeTeBble HacTpolku - GPRS - Cnucok npocdunen
BeaonacHoc Tk NofaeuTs
Onuww MNK HUma NopT IP Login ABTO OencTENE
— beeline /devittyS2 [OuHamuueckuid AxoHumHo HeT efaK. yoanuTe CTapT nor
kyivstar /devittyS2 Ounamuueckuit Axonumuo Het e0aK. yOanuTe CTapT nor
mega  [devi/ttyS2 [dunamuueckuidt Axonumuo Het e0aK. yOanuTe CTapT nor
mts IdevittyS2  OuHamuuecknid AHoHUMMHO Het e0aK. VOanWTe CTapT nor

PucyHok I'.3 - OkHo HacTponku GPRS
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I.4.3 PaboTta no VPN

Ona Hactpoiikn VPN BbinonHute CeTb | VPN. MNpy 3ToM Ha 3kpaH GyaeT BbiBeOAEH CMMCOK
npocdunen (cM. pucyHok I.4). UameHsiTb cnncok npoduneit MoXHO, UCNOoNb3ysi KHOMKK «[lo6aBUTbY,
«ypanutb». PepaktupoBaHne npodwvns OOCTYNHO MNpU  Haxatum «pepak.». Bua  okHa
«PepakTtnpoBaHve npodunsa» cMm. Ha pucyHke I.5.

Hactpouku MIK 304

ver. 1.10.14
Kontpons

Ochoptoe GPRS WPN DDNS Hanwuus
Oata/Bpema CETH
Cets CeTteBble HacTpoikK - VPN - Cnucok npodunen
BesonacHocTe NofasuTs
Onuuu MNK Ums Cepeep Login MapwpyT ABTO OelcTENe
V- test 192.168.100.21 AnxoHumuo 10.0.0.0/255.0.0.0 Her penak. yoanuTe CTapT nor

PucyHok I'.4 — OkHo HacTpouku VPN
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HacTtpouku MK 304

wer 1.10.14
KoxTpons
Ochosoe GPRS VPN DDNS nanuyus

Hara/Bpema CETH
CeTb CeteBble HacTpoikn - VPN - PegaktupoBanne npodgmns
BesonacHotTh ms * et
Cnuwu NINK Hac Tpoitkn PPP
. VPN cepeep * 182.168.100.21
¥THAKTHI

Login testuser

MNapons

VPN mapwpyT

Appec ceti VPN 10.0.0.0

Macka cetn VPN 255.0.0.0

HacTpoku sanycka
ABTOCTAPT

OK || Copoc || OTmeHa

PucyHok I'.5 - OkHo pegakTupoBaHusa npoduns VPN

e



I.4.4 Pa6oTta c DDNS

[na nactpoiikn DDNS Heobxogumo nepevitu pasgen Cetb | DDNS. lMpu aToM Ha akpaH
OyneT BbIBEAEHO MEHI0, B PacKpbIBaIOLLEMCSI CNUCKE KOTOPOro MOXHO BblOpaTb MOCTaBLUMKa ycnyr
DDNS (pucyHok I".6). o ymonyanuio DDNS BbikntoyeHo. [Ans Toro, 4tobbl 3agencTeoBaTh CEPBUCHI
DDNS, HeobxoaumMo NpoMTU Ha CalT NocTaBLUMKa YCryr 1 3apeructpupoBaTbes. [locne pervctpaumm
BBECTM B NONSI, MOMEYEHHbIE 3HAKOM «*», AaHHbIE NOMNyYEeHHbIE NPV PErMcTpaLmu.
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HacTtpowuknu MIK 304

ver. 1.10.14
KonTponb
OchoeHoe GPRS VPN DONS  Hanuuua

DNara/Bpema Cet
CeTb CeTeBble HacTpolku - DDNS
BeaonachocTe Cuctema Dynamic DNS dyndns.org v
Onun MK Login *
YTunuTh Mapont *

WMma xocTa plc 304

Homen *

nepuog cbHoenexuA (cek.) * 120
OK || Copoc

PucyHok I'.6 - OkHo HacTpouku Dynamic DNS
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BHumanume! Komnanna OBEH He sBnsetcsa Bnagenbuem DynDNS, FreeDNS u oTBETCTBEH-
HOCTU 3a paboTy AaHHbIX cepBUCOB He HeceT. Bce Bonpockl o pabote DynDNS u FreeDNS moryt
ObITb 3apaHbl Ha canTax dyn.com/dns u freedns.afraid.org, cCOOTBETCTBEHHO.

I.4.5 KoHTponb Hanuuma cetn

B atom nyHkTe Web-koHpurypaTtopa MOXHO NpoBepUTb TeKyllee coeguHeHne MyTem Bbl-
NOTHEHNS KOMaHAb! Ping K yKa3aHHbIM B Mofie «XOCTbl» UCTOYHMKaM. (CM. PUCYHOK [7.7).
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HacTtpowku MJNK 304

ver. 1.10.14
KonTpone
OchopHoe GPRS VPN DDNS  nanuyus

Nata/Bpema CEeTH
Ceth CeTeBble HacTpoWKK - KOHTpoOnb HANM4YMA CEeTH
BesonackocTe Mepuon npoBepru, MUHYT © 5
Onun MK XocTol * ya.ru:google.com
Y1Iunute TaimayT oTEETA, CekyHa * 20

Yucno owwbok * 2

OK || CBpoc

PucyHok I'.7 - OKHO HaCTPOMKWN KOHTPOJISl Hannyus cetTu

.5 Bknapgka BesonacHocTb

Ona n3meHeHusi naponsi no ymonyanuio (54321) cnepyet BbiGpaTh Bknagky «besonac-
HocTb». [pu 3TOM BblA@eTcs cTpaHuLla, u3obpaxkeHHasi Ha pucyHke I.8.
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Hactpowku MNMJK 304

ver.1.10.14

YeTaHoBKa Napons gnA nonesoBatena www-data

Natal
lara/Bpema Beegute napons

Cets MegTeepanTe napons

EeacnacHoc T oK

Onuww NNK

YTHAWTE

PucyHok I'.8 - OkHO uameHeHusi napons ana Bxoaa B \Web-koHdurypatop

CnepyeT npaBunbHO BBECTW naposib B oba nomns Beofa v Haxatb knasuwy OK. B cnyyae
KOPPEKTHOro BBOAA Naponb OyAeT U3MEHEH, U MosiBUTCSt cooblueHne «HacTpoiiku npuHsATbI». [pu
nepexopge Ha gpyryto Bknaaky Web-koHdurypaTopa BHOBb NOSBUTCSH OKHO BBOAA NTOTMHA 1 Napons.

.6 Bknapgka Onuun MNK

Mpu pabote c Retain-nepemeHHbIMM crnegyeT uMeTb B BuAy, YTO copepxumoe Retain-
namsTn coxpaHsieTcst B oTaenbHoM dhanne. MNepuoa coxpaHeHus 3agaeTtcs nonb3oBaTeneM. 3anuch
NPOVCXOAUT NPY U3MEHEHWNM 3HAYEHUS!, HO He Yallle, YeM 3aJaHHbIN NMepuof CoXpaHeHus. STO No3Bo-
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nsaeT npoanutb pecypc flash-namatn, B koTOopon pacnonoxeHa dannosasi cuctema. Nepuoa coxpa-
HeHus 3apaeTca B rpacde «WHTepBan OGHOBMNEHWS», KOTOPbIM MOXHO HacTpouTb 4epe3 Web-
KOHdurypaTop (cMm. pucyHok [.9). YcTaHoBuTb B rpadhe 3HayeHue «no ymonyaHuo» (1 cek) MOXHO
npu nomoLLm knaeuim «Cépocy.

HacTtpouku MNJIK 304

ver.1.10.14
Opyrue HacTpoku MNINK

Jata/Bpewms Retain-namats
Cets Pasmep 4096 Gaiir
BesonacHocTh Anpec BRI

Dain Imnt/ufs/root/retain/retain. bin
Onuwm MNK

Cratyc msyne BrincnxaetcA
Yrunur WHTepean cbHoenenuA 1 ek

OK || CGpoc

PucyHok I'.9 - Bknagka Onuuu MNK
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